
    

 

TES Alert Viewer User Guide – Spine 2 

 

This document is intended to assist Privacy Officers in using the TES Alert Viewer as part of 

their day to day operations assuring SCR accesses are legitimate. 

Accessing the Alert Viewer 
The alert viewer can only be accessed via the NHS Spine Portal by those users with the Privacy Officer 

(PO) RBAC role: 

  S8002 : G8003 : R0001 

 Admin and Clerical : Admin and Clerical : Privacy Officer 

 Activities : 

o B0016 - Receive Self Claimed LR Alerts 

o B0015 - Receive Legal Override and Emergency View Alerts 

o B0018 – Receive Seal alerts 

Once logged in the application is displayed. 

 

If there are any alerts in the system for the organisation that the PO is attached to a banner is displayed 

across the top of the screen 



    

 

Searching 
For the purposes of this document all searches will be based on the Open (new) or Open (Under 

Investigation) status. It is possible to search for closed alerts using the same techniques outlined below. 

Alert types 
There are several different types of alert that are managed by the alert viewer; 

 

Create LR (Self Claimed) 
The alert is generated automatically when a user of the SCRa 2 uses their smartcard role to self claim access 

to the SCR.  

Dissent Override 
This Alert is triggered when a user activates the Emergency Access option in Non SCRa software. As best 

practice the user(s) should have entered some supplementary justification text in the free text box. 

Sensitive Data 
The alert is generated when an attempt is made to access S-Flagged patient’s demographics. S-flagged or 

Sensitive flagged records are records that have previously been marked to protect the patient e.g. domestic 

abuse or looked after children  

Stop Noted Record Access 
The alert is generated when an attempt is made to access S-Flagged patient’s demographics. S-flagged or 

Sensitive flagged records are records that have previously been marked to protect the patient e.g. domestic 

abuse or looked after children  



    

 

Access Alert 
This Alert is triggered when a user activates the Emergency Access option and also if Access for Other 

reasons is used. As best practice user(s) should have entered some supplementary justification text in the 

free text box. 

Detail Fields 
These options allow a PO to refine the search. 

 

Once the search criterion has been completed and the “Search” button clicked the results are displayed 

below the Alert Search screen. 

 



    

Sorting Alerts 
At the top of each column in the title box there is a small up and down arrow this allows each column to be 

sorted either ascending or descending. Underneath the column titles are column sort tools. 

 

If a user wishes to look at a particular date without rerunning the entire search they can type that into the 

sort box. 

 

To return to the whole list the PO just removes any typed entries from the sort box. 

Viewing and Managing an Alert 

Single Alerts 
To start managing an alert a PO double clicks the alert they want to open. The alert details screen opens. 

 



    

The PO can see when and where this alert was triggered and by who, the PO will need to update the status 

of this alert. If they have used the reconciliation tool and are happy that this access was legitimate then they 

can close it straight away they do not have to mark it as under investigation first.  The different statuses are 

below: 

 

The local organisation will have a process that defines which action is recorded at which time. Once the type 

of update is selected then the PO should enter something into the notes field. The local organisation will 

define the best process for this. Once completed the PO should click “Apply Changes”. The updated note will 

appear on the left hand side of the screen. 

 

Once the investigation has been completed to the satisfaction of the PO they need to close the alert, the 

exact status applied will vary depending upon circumstance. In the screen shot below no investigation was 

required. 



    

 

After the PO has completed everything they wanted to do in the alert details screen they click “Back to Alert 

List” they are then returned to the search results screen where the alert that they have just modified will still 

be visible but with a revised status.  

 



    

 

Multiple Alerts 
As before the PO runs a search including the parameters they require. Once they have the Alert results 

required they can select as many as they wish to update. 



    

 

After completing the selection the PO clicks “Bulk Alert Update” button. The Bulk Alert update screen opens. 

 



    

The screen clearly indicates that it is Bulk Alert update screen as opposed to the single alert update screen. 

The user selects the action they wish and then enters their comment into the notes area, ensuring any notes 

comply with local best practice.  

 
They then click “Apply Changes” 

Once the user returns to the search results screen they will see the alerts that hey updated. 



    

 

Extracting Alerts 
There is a facility to extract alerts for analysis in different systems such as Excel. The process to do this is 

much the same as a bulk alert update. The user runs the search with the parameters they require and then 

select the number of alerts they wish to extract. 



    

 

The user can then choose to click “Extract Selected Alerts” which will only download those alerts that the 

user had previously selected or they can click “Extract All” this will download all those alerts retrieved with 

the search h criteria used. 

Once either is clicked a dialogue box opens. 

 

The user clicks “OK” and continues. Differing by internet browser used a box will open. The below example 

was taken from Explorer 10 



    

 

The user will click save and ensure that the location for the file is a secure one as the download contains 

patient identifiable information. It should also be name d in accordance with local best practice. Once saved, 

it can be opened. In a number of applications the below screen shot is from Excel. 

 

The user is then able to manipulate the data in the usual way. 


