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1. [bookmark: _Toc486516906]Purpose of Document

This document sets out the guidelines for calculating incident severity as part of the incident management process.
It is therefore intended for use by any party who is involved with or needs to navigate NHS Digital’s incident management process.

2. [bookmark: _Toc486516907]Severity Levels

The Severity Level assigned to a specific incident or problem is derived from a matrix incorporating the relative Impact and Urgency of the failure.
Impact
A measure of the effect of an incident on business processes, often based on how much service levels will be affected.
Urgency
A measure of how long it will be until an incident has a significant impact on the business.






Using these definitions, a severity level matrix can be built up, which is shown below.
	SEVERITY LEVELS

	
	Urgency

	
	1
	2
	3
	4    
	5

	

Impact


	1
	1
	1
	2
	2    
	3

	
	2
	1
	2
	2
	3    
	4

	
	3
	2
	3
	3
	4    
	4

	
	4
	3
	3
	4
	4    
	5

	
	5
	4
	5
	5
	5    
	5









3. [bookmark: _Toc348089685][bookmark: _Toc486516908]Factors that Influence Impact

The impact can be derived from a combination of two variables:
· The importance of the business process impacted by the incident
· The number of users affected

3.1 Importance of the affected business process
Many factors influence business impact, including the impact on patient care, reputational damage and the cost to return the business to normal operations.
An incident that results in a degradation of service performance should be less critical than the service being completely unavailable.  Similarly, the unavailability of some aspects of a service may be less critical than performance degradation of key functionality.
Security incidents require special consideration and should be categorized using the same criticality list.
Whatever the variables considered, it is important to focus on the business process that the service supports rather than the technical aspects of the service itself in order to assess the Impact.
3.2	The number of affected users
The number of users affected will be based on a best estimate from the end user in addition to any other information available such as monitoring tools. As the user volumes are based on general usage of national applications, they should be scaled appropriately for services with a smaller user base.

These factors can be combined into an impact matrix, which can be fed into the overall severity matrix.
	IMPACT

	Criticality
	Number of Users Affected

	
	=>5000
	1000 - 5000
	100 - 1000
	10 - 100
	<10

	Critical function
	1
	1
	1
	1
	1

	High Impact Function
	1
	1
	2
	2
	2

	Med Impact Function
	2
	2
	3
	3
	3

	Minor Impact Function
	3
	3
	4
	4
	4

	Cosmetic Function
	5
	5
	5
	5
	5




4. [bookmark: _Toc348089688][bookmark: _Toc486516909]Factors that Influence Urgency

Urgency is an assessment of how long it will take for the incident to have significant impact against two main criteria:
· Impact upon the ability to provide patient care
· Business and financial impact

The table below defines how to assess urgency.
	Urgency
	Definition

	1
	A Service Failure which, in the reasonable opinion of the allocating party has the potential to:
· [bookmark: _GoBack]have a significant adverse impact on the provision of the Service to a large number of End Users; or
· have a significant adverse impact on the delivery of patient care to a large number of patients; or
· cause significant financial loss and/or disruption to the NHS, an NHS Digital Service Recipient or an NHS Digital Party; or
· result in any material loss or corruption of NHS Data, or in the provision of incorrect NHS Data to an End User.

	2
	A Service Failure which, in the reasonable opinion of the allocating party has the potential to:
· have a significant adverse impact on the provision of the Service to a small (i.e. one or more) or moderate number of End Users; or
· have a moderate adverse impact on the delivery of patient care to a significant number of End Users; or
· have a significant adverse impact on the delivery of patient care to a small (i.e. one or more) or moderate number of  patients; or
· have a moderate adverse impact on the delivery of patient care to a high number of patients; or
· cause a financial loss and/or disruption to the NHS, an NHS Digital Service Recipient or an NHS Digital Party which is more than trivial but less severe than the significant financial loss described in the definition of a Severity 1 Service Failure.

	3
	A Service Failure which, in the reasonable opinion of the allocating party has the potential to: 
· have a moderate adverse impact on the provision of the Service to a small (i.e. one or more) or a moderate number of End Users; or
· have a minor adverse impact on the provision of the Service to a large number of End Users; or
· have a moderate adverse impact on the delivery of patient care to a small (i.e. one or more) or moderate number of patients; or
· have a minor adverse impact on the delivery of patient care to a large number of patients.

	4
	A Service Failure which, in the reasonable opinion of the allocating party has the potential to:
· have a minor adverse impact on the provision of the Service to a small (i.e. one or more) or moderate number of End Users; or
· have a minor adverse impact on the delivery of patient care to a small (i.e. one or more) or moderate number of patients.

	5
	A Service Failure affecting only the presentation of the Service that does not undermine the End User's confidence in the information being displayed, and which does not impact on the delivery of patient care




5. [bookmark: _Toc486516910]Automated Severity Matrix Tool
The spreadsheet below is a tool to calculate severity.
It contains a set of questions, the answers to which create a score that translates into a severity based on the criteria set out in this document. It should be noted this is just a guidance tool and can be overridden given viable justification.
This tool has been used extensively in the past to assess incidents and has been found to be useful in helping teams and individuals make decisions.
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Impact Matrix.xlsm
Matrix

		Category		Criteria				Score

		Urgency		No impact				0

				Minimal impact to the delivery of patient care to a small number of patients (i.e. 1 or more)				20

				Medium impact upon the delivery of patient care to a large number of patients				30

				Significant impact to delivery of patient care to a small number of patients (i.e. 1 or more)				40

				Significant impact to the delivery of patient care to a large number of Patients				50		50

		Impact to other supplier(s)		No impact				0

				Minimal impact/easily controllable by other supplier(s)				15

				Medium impact. Other supplier(s) are under pressure as a result of the issue.				30

				High impact raising serious concerns for other supplier(s)				50		0

		Impact to Site		No impact on business processes				0						Severity

				Minimal impact causing minimal delay to business processes				20						1

				Medium Impact with significant but manageable delays to business processes				30

				High impact with unmanageable delays to business processes				50		30

		Criticality of Service / Function		Cosmetic function or training system				0

				Minor impact function				20

				Medium impact function				30

				High impact function				40

				Critical function				50		50

		Potential Clinical Safety/ Security Impact		No potential Clinical Safety/ security risk				0

				Low Clinical Safety/Security risk				15

				Medium Clinical Safety/Security risk 				30

				High Clinical Safety/Security risk				50		30

		No. of Users Affected		Less than a single site (isolated users)				0

				A single site (Trust / Business Unit)				10

				Multiple sites (Trust / Business Unit  / CCG)				20

				All Users Nationally				30		20

		NHS HSCIC Priority		NHS HSCIC (BAU) Priority				0

				NHS HSCIC Low Priority (related to a first of type activity) 				10

				NHS HSCIC Medium Priority (Impact on Programme or related to an escalation)				20

				NHS HSCIC High Priority (Major impact on Programme or related to a significant escalation)				30		0

										180





Sheet1





image2.emf






image1.emf







image1.jpeg
NHS

Digital




image3.jpeg
Health & Social Care
hSCIC Information Centre




image2.png
Information and technology
for better health and care




