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Privacy Officer Guidance for Community Pharmacy
Background
A Summary Care Record (SCR) is a summary of a patient's key health information from their GP practice, which will be available to authorised users treating them in the NHS across England. Over 55 million patients in England have an SCR available to pharmacy professionals to view. 
Information Governance, Community Pharmacy and the SCR

Information Governance provides a framework to bring together all the legal rules, guidance and best practice that apply to the handling of information. Community pharmacies MUST comply with all requirements, and must also comply with the NHS Care Record Guarantee.

Individuals’ rights regarding the sharing of their personal information are supported by the Care Record Guarantee, which sets out high-level commitments to patients/service users that their records will be used in ways which respect their rights and promote their health and wellbeing. 
http://webarchive.nationalarchives.gov.uk/20130513181011/http://www.nigb.nhs.uk/guarantee
SCR has been designed to ensure that IG safeguards are in place to enable staff to access summary information about a patient when it is relevant to their job and appropriate to do so. SCR uses the following IG controls to ensure that the Care Record Guarantee rules are adhered to:

· Authentication and Role Based Access Control (RBAC)

· Legitimate Relationships (LR)

· Permission to View (PTV)
This paper is particularly providing guidance regarding Legitimate Relationships (LRs), and Permission to View (PTV) checks.
Requirement for a Privacy Officer – why it is needed?
Under normal Information governance rules, every community pharmacy has an obligation to ensure its staff access patient information appropriately. The way this is handled with SCR is by using the alert viewer tool (ie. audit reports) to see accesses made and auditing some/all of these accesses. To access tool/reports you need a smartcard with the role ‘Privacy Officer’ assigned to it. This person is then known as a Privacy Officer (PO).
LRs are used to restrict access so that only healthcare staff actually involved in the patient's care can access their clinical information. The PO will receive/monitor SCR accesses and put processes in place to provide confidence to the organisation that SCR is being used appropriately.
PLEASE NOTE:  How, by whom, and to what extent, these tasks are carried out, is a matter for each organisation.  Caldicott Guardians, or POs/other staff on their behalf, are responsible for defining local policy in this regard; they would be responsible for ensuring that the policy was feasible to implement.
For a template Standard Operating Procedure to help define your process for PO activity, please go here.
Options on who can provide the PO role
Users in community pharmacy will all implement the business process known as `self-claim legitimate relationships`. This means that the pharmacist or pharmacy technician independently accesses the patient’s SCR and in doing so they are independently stating that they have an appropriate clinical reason to do so. 

Given this, there needs to be a ‘2nd check’ to monitor that users are adhering to these IG requirements and only accessing SCRs for patients for whom it is appropriate. This is the role of the PO.

It is not expected this is a full-time role, and in most circumstances where SCR is already in use, the PO role is normally given to someone in the Information Governance department, or is a non-clinical user in the department/service making use of SCR.

Within community pharmacy, there are two options regarding provision of the PO role:

1. The pharmacy appoints their own internal PO (for all pharmacies within their own organisation as appropriate). This could be anyone employed by the pharmacy, eg. Superintendent, Pharmacist/dispenser, Counter assistant, Regular Locum, Business partner, Admin Assistant
2. The pharmacy outsources the PO role to another NHS delivery organisation, such as a CSU or local Health Informatics Service (HIS). They will escalate any exceptions to the pharmacy superintendent/lead pharmacist for further investigation as needed. A sample agreement/understanding to cover this option can be found here.
How does it work?

Whenever a patient’s record is accessed, a corresponding entry (called an alert) is generated on a system database known as the Alert Viewer. It registers the user who accessed the record, the time and date, the organisation they are associated with, and the patient’s NHS number for whom they accessed an SCR.

The PO will have a smartcard, and will be given the access rights on their smartcard to access the alert viewer (on the Spine Portal) for each organisation they are nominated as the PO for. The database details all the SCRs which have been accessed by users in that organisation(s). 
	The RBAC code for the PO is R0001 and contains the following activities:
B0016 - Receive Self Claimed LR Alerts, B0015 - Receive Emergency View Alerts



What will the PO do, and how often?
The PO will perform checks to ensure that SCRs are being accessed appropriately. 
There are a number of reports and processes they can use to do this. It is for the organisation and PO to agree the process which they will adopt. It is also likely to depend upon the number of accesses being made, the business processes being implemented locally, and the number of pharmacies being managed by the PO. These checks could encompass running reports to highlight suspicious behaviour, or they could also extend to check against an entry on the pharmacy PMR.
Considerations:

Frequency: how often will the PO perform these checks: weekly, monthly, quarterly?
Time available: How much time will the PO allocate to the checks? An hour a week? An afternoon a month?
No. of pharmacies: linked with frequency, will the PO check all pharmacies being managed by the PO, or select a random sample at that time?
No. of records: Will every alert be checked, or will a random sample be selected, e.g. 1 in every 10 views, 1 in 20, etc.
What will the accesses be matched against (if checking for LRs) to demonstrate the patient was cared for by the pharmacy professional at that time: this could be an entry on the PMR, signed consent form, the user was on shift, was the pharmacy open when access made?
Closing: Once checked alerts will need to be closed in the Alert Viewer. If sampling, will you close all alerts made in the sample period, or just those that were checked?
Tools:

1. The Alert Viewer

This is a smartcard accessible tool showing all alerts created by users from that organisation. POs will use this to check and record actions taken when checking access. They will close any alerts once they are satisfied that no further action is required. 
The system contains lots of different information. The important ones for the PO are detailed below:
Alert date & time : This is the time to the second that the access occurred.
Patient NHS Number

Alert State : Open or Closed.
Action Status : The status of the alert as it is being managed by the PO
Alert ID

The unique identifier of the alert This is also in the e-mail notification (if you have selected to receive e-mail notifications).

Alert Created Date Time

Using this information, the PO can quickly see records which are perhaps being accessed when the pharmacy is not open. 

Reason Code & Reason for Alert
The numerical value attached to different types of alert access. Main ones will be
4 - Self-Claim Emergency Access (Common)

6 - Other – Self Claim LR (Common)
Alert Additional information

This field is where the user should have entered their reason for the record access. It should help the PO review records quickly if the users are filling it in as required.

Originator Name

The name of the user who accessed the record.
Originator UUID

The unique Smartcard number of the user who accessed the record
Organisation code

The ODS code that the user that accessed SCR belongs to. 
2. The Spine Reporting Service (SRS)

This smartcard accessible service is selectable from the SCR portal 
This is similar to the alert viewer, but is made up of pre-defined reports to run, rather than the detail of all accesses. There are various reports that can be generated to assist the POs day to day activities. Some of the information contained within the Alert Viewer reports is also available in the SRS reports. Regardless of which source of information is used to check accesses, they can only be closed in the Alert Viewer. 
The system contains lots of different reports. The ones which the PO might use are detailed below:

Clinical (SCR) 
· SCR Access Report 
A report that lists ALL the SCRs accessed within a given organisation, over a defined date range. It is usually used to show/see accesses that did not generate an alert (eg. An alert will not be generated if the same patients SCR is viewed by the same user within 5 days).
Suspicious Behaviour Report

· Patient Enquiries Report
This report is used to see if any patient has had a large number of accesses within a given organisation. The excessive enquiry threshold is user defined, so can be changed relative to the needs of the organisation.
· User enquiries report

This report is used to see if any user has accessed large number of SCRs. The excessive enquiry threshold is user defined, so can be changed relative to the needs of the organisation.
3. The Alert Reconciliation Spreadsheet
HSCIC has developed a spreadsheet tool in order to support POs in identifying potential inappropriate accesses. The following explains the different information on the spreadsheet. Extract reports can be run from the alert viewer to show all accesses for a particular time period, for that POs particular ODS code (s). There are several fields within the extract that are important when validating SCR accesses. 
· PMR/Alert NHS number match

One way the PO may choose to ascertain an LR for ALL accesses is by matching the NHS number of SCRs accessed against an associated NHS number from the PMR. The Alerts Reconciliation Spreadsheet  is an example of how the reconciliation process might work. Instructions can be found on the first sheet in the workbook.


· Time of Access

It shows the time of all accesses, so any which are made during closing time can be easily identified.

· Number of accesses per patient

It reports the number of times each patients NHS number was accessed to easily identify any which are being accessed frequently.

· Number of accesses per user

It reports the number of times each user has accessed SCRs to easily identify those which are accessing it frequently. This could help indicate sharing of smartcards, or training requirements for other staff.
Escalation

If there are anomalies from either of the alert processes above and an SCR access is thought to be inappropriate, the case should be escalated through the appropriate and usual channels within the organisation for investigation in case there has been a confidentiality breach. This process is the same as is followed now for IG issues.

The requirements of the Care Record Guarantee must also be adhered to, which may mean informing the patient of this identified inappropriate access to their SCR information.
Patient requesting details of who has accessed their SCR
A patient may request information about who has accessed their SCR, but this also may be part of a wider Subject Access Request (SAR). These requests are usually submitted to the Caldicott Guardian or IG Manager of an organisation whose records the patient wishes to query. Subject Access Requests, as defined by the Data Protection Act 1988, allow patients to request a copy of all information that is held about them. However, patients may combine these requests and ask an organisation on what they hold and who has accessed their records.
If a patient asks who has accessed their SCR, then it is advisable to refer the request on to the SCR programme at scrig@hscic.gov.uk in order to work together to provide the specific information the patient is seeking.
Further information

More details regarding the PO role and Information Governance for SCR can be found at

http://systems.hscic.gov.uk/scr/staff/impguidpm/ig
http://systems.hscic.gov.uk/scr/staff/impguidpm/ig/iguidepocg
In addition, please contact scrpharmacy@nhs.net for any individual queries, and details of refresher training sessions you could attend.
Appendix : Example business processes to be adopted

	Example 1: On a monthly basis, ALL SCRs accessed are matched against corresponding entries on the PMR, for all pharmacies being managed by the PO:

a) Run report from PMRs showing patients receiving care for date range

b) Run alert extract for the same time period

c) Copy the NHS numbers from the PMR report into the alert reconciliation spreadsheet

d) Copy all the fields from the alert extract into the alert reconciliation spreadsheet

e) For those records highlighted RED, mark as under investigation

f) Check the alert reconciliation spreadsheet reports detailing access by patient, access by user and times of access to indicate any suspicious behaviour

g) Close down all other alerts as appropriate

h) Contact superintendent/lead pharmacist for the pharmacy for further detail regarding entries under investigation

i) Escalate and close as appropriate




	Example 2: On a quarterly basis, ALL SCRs accessed are run against the suspicious behaviour reports, for all pharmacies being managed by the PO:

a) Run alert extract for the relevant quarter for all pharmacies

b) Copy all the fields from the alert extract into the alert reconciliation spreadsheet

c) Check the alert reconciliation spreadsheet reports detailing access by patient, access by user and times of access to indicate any suspicious behaviour

d) If there are any indications of suspicious behaviour, mark them as under investigation

e) Close down all other alerts as appropriate

f) Contact superintendent/lead pharmacist for the pharmacy for further detail regarding entries under investigation

g) Escalate and close as appropriate

h) Training for the PO regarding these processes and tools is available from the SCR programme or your local project team. Please contact andrewoliver@hscic.gov.uk  in order to arrange.
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