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DCB1596 Conformance Assessment:
[bookmark: _Hlk160617919]Organisation: [Insert name of organisation]
ODS: [Insert ODS Code of organisation]
ICT Service Provider: [insert name of provider]
Date: [insert date]
Secure Email Domains that will be used by this email service: 

Purpose

This document provides the results of a conformance assessment undertaken by NHS England to assist health and care organisations who wish to self-accredit their services to DCB1596 Secure Email. This typically means that this organisation operates its own in-house email service. 
Part of this document provides the results of a self-conformance assessment undertaken by [insert name of organisation] covering the Health and Care elements of the DCB1596 Secure Email Standard. The ICT Service Provider section covers service controls. 
Each organisation must make its own decisions with respect to the standard. The assessment is for a single point in time and does not give secure email connectivity between email systems. This requires connectivity with a secure email gateway or by using secure configuration settings.

Guidance Notes

The conformance statement issued is based on the [insert name of organisation] Service assertions, supported by evidence. 
The first section of this conformance statement only requires the dates at which each policy related requirement was achieved / published (for example, within the last 6 months) in agreement with their senior management. For the ICT Service Provider section, we require evidence that each requirement is met. 
Elements of interest: That clear risk reports are presented, highlighting the residual risks that have been accepted and signed off by senior clinical safety and ICT members of staff in an organisation.
NHS England confirms a level of conformance was achieved, has authorised the creation of the email domain and that the evidence presented meets the requirements of the standard, but in no way warranties local compliance.  This applies to email usage only and NHS England reserves the right to audit any information submitted. 



Health and Care Organisations 
The following conformance criteria is for health and care organisations to assess. Where the systems supplier can give evidence of conformance this has been noted below.

	Email Service Declaration

	This Conformance Statement is for Self Accreditation only. Please can you confirm whether you are only operating email with On-Prem infrastructure or whether you have a Hybrid setup with O365?
A hybrid setup may consist of having any element of your email service hosted within a Microsoft O365 Tenant. If this is the case, then you will need to additionally complete the DCB1596 Microsoft Office 365 Conformance Template
	Evidence type: Statement

Please provide a brief statement confirming what your email service consists of.





	#
	Description
	Evidence

	Information Security

	1
	Either party (Service Provider and customer) MUST notify the other immediately upon becoming aware of any breach of security, including an actual, potential or attempted breach of, or threat to, the security policy and / or the security of the services or the systems used to provide the services.
	Evidence type: Statement
Organisation to confirm that they have a policy/procedure in place to notify and deal with any breach or attempted breach of security. Name and policy/procedure last update/review date to be provided. 

	2
	Health and care organisations SHOULD set policies and procedures for the use of secure email using mobile devices and ensure the email service enforces them.
	Evidence type: Statement
Organisation to confirm the policy name and date the policy was last updated.

	Safety and interoperability
	

	3
	Health and care organisations SHOULD comply with the provisions of DCB0160: Clinical Risk Management: Its Application in the Deployment and Use of Health IT Systems.
	Evidence type: Statement
Organisation to confirm:
· They comply with DCB0160
· They have a clinical risk management process in place
· They have completed a risk assessment / hazard log in relation to the email service in the last 12 months

	4
	Health and care organisations MUST set policies and procedures for staff who use the secure email service to ensure that they understand how to use it appropriately and safely, including how to send emails to insecure email systems, such as those used by patients.
	Evidence type: Statement
Organisation to confirm the name of the policy and date it was last updated.




IT Service Provider
	#
	Requirement
	Statement of Conformance

	Information Security

	1
	The Service Provider MUST at all times maintain a secure service, even when the service is unavailable to users.
	Evidence type: Statement/copy of ISO certificate/DSPT to be verified
Organisation to confirm:
They have a current ISO/IEC 27001:2013 certification that encompasses the email service (copy of certificate to be provided as evidence)
OR
DSPT Standards Met (to be verified on the DSPT organisation search online)

	2
	Each Service Provider MUST maintain an Information Security Management System (ISMS) that conforms to ISO/IEC 27001:2013, based on ISO/IEC 27002:2013 Information technology - Security techniques - code of practice for information security controls or the Data Security and Protection Toolkit (DSPT) in the case of health and social care organisations..
ISO/IEC 27001:2013 conformance should be evidenced by appropriate certification by a United Kingdom Accreditation Service (UKAS[footnoteRef:2]) accredited certification organisation, based on a suitably scoped Statement of Applicability relevant to the email service. [2:  https://www.ukas.com/search-accredited-organisations/] 

Internationally operated services may provide certification from a member of the International Accreditation Forum.
DSPT accreditations will be verified on the DSPT website.
	Evidence type: Statement/copy of ISO certificate/DSPT to be verified
Organisation to confirm:
They have a current ISO/IEC 27001:2013 certification that encompasses the email service (copy of certificate to be provided as evidence)
OR
DSPT Standards Met (to be verified on the DSPT organisation search online)

	3
	The information security controls contained within the scope, on which the Service Provider’s ISO/IEC 27001:2013 certification or DSPT return is based, MUST be relevant to the email service.
Conformance should be evidenced by the applicable Statement of Applicability (SoA).
	Evidence type: Statement/copy of ISO certificate/DSPT to be verified
Organisation to confirm:
They have a current ISO/IEC 27001:2013 certification that encompasses the email service (copy of certificate to be provided as evidence).
Statement of Applicability to be provided and confirm that A.13.2 is in scope
OR
DSPT Standards Met (to be verified on the DSPT organisation search online)

	4
	The Service Provider MUST maintain an Information Security Policy, as part of its ISMS (conforming to ISO/IEC 27001:2013, ISO/IEC 27002:2013 or DSPT for health and social care) which sets out the security aims and objectives, as well as security measures to be implemented and maintained. The security policy MUST be regularly reviewed and updated by the Service Provider and MUST be endorsed by the Service Provider’s senior management. A copy should be supplied as evidence.
	Evidence type: Statement/copy of Information Security Policy
Organisation to:
· Provide a copy of their Information Security policy
· Confirm they have a current ISO/IEC 27001:2013 certification that encompasses the email service (copy of certificate to be provided as evidence).
OR
DSPT Standards Met (to be verified on the DSPT organisation search online)

	5
	Each Service Provider MUST have a suitably scoped independent IT Health Check (ITHC) / penetration test carried out (by a CHECK or CREST member organisation), encompassing the email system and any external network interfaces (including perimeter security / access control devices).
Conformance should be evidenced by an ITHC / penetration test report, conducted within the last 12 months, with all identified findings remediated / mitigated and any residual risks accepted by the Senior Information Risk Owner. All risks are expected to be remediated unless there are exceptional reasons not to do so or in the view of NHS England is sufficiently mitigated.

	Evidence type: submission of the following documents required:
· Pen test report
· Remediation plan
· Evidence of residual risk acceptance
The organisation must have an independent pen test carried out within the last 12 months encompassing the email system and any external network interfaces (including perimeter security / access control devices).








	6
	The email service MUST provide anti-virus, anti-malware and anti-spam filtering, in addition to commodity content management such as attachment blocking, virus / spam filtering capabilities and data leakage prevention, for example, encrypt protectively marked email destined for the internet. The service MUST also provide for the management of spoofed email and items that cannot be checked such as S/MIME encrypted or password protected attachments.
The service MUST support Domain Based Message Authentication and Reporting (DMARC) with supporting public Domain Name System (DNS) entries for Sender Policy Framework (SPF) set to quarantine with an agreed timeline to implement a blocking policy no later than 3 months after accreditation.    All outgoing email MUST be signed with Domain Keys Identified Mail (DKIM).
The service SHOULD support MTA-STS, TLS-RPT and use opportunistic Transport Layer Security (TLS) in accordance with National Cyber Security Centre requirements on ciphers and certificates. 
All outbound connections to the public sector and business partners must use TLS in accordance with National Cyber Security Centre requirements on ciphers and certificates as soon as possible and by no later than March 2020.
The commissioner of the email service must ensure adequate policies and / or contractual agreements are in place to safe guard this.
	1: Evidence type: Statement
Organisation to confirm they provide:
· Anti-virus
· Anti-malware
· Anti-spam
· Anti-spoofing filtering
· Commodity content management (e.g attachment blocking, virus/spam filtering, data leakage prevention)
2: Evidence type: Statement
Organisation to confirm they:
· Provide for the management of items that cannot be checked such as S/MIME encrypted or password protected documents

3. Evidence type: Statement and screenshots to verify DMARC, SPF, DKIM
Organisation to confirm they:
· Have a DMARC record (with policy of quarantine in place) 
· SPF soft fail (~all) in place
· All outgoing mail is DKIM signed
· Add a statement to confirm that they agree to implement the full blocking policy (DMARC p=reject, SPF Hard fail (-all) within 3 months from date of accreditation)
· Include screenshots from NCSC mail check tool or for non.nhs.uk domains other online tool to verify these configurations.
4: Evidence Type: Statement
Organisation should confirm:
· Their current status and intentions on MTA-STS and TLS-RPT.
· As per the DCB1596 Implementation Guide, Organisation should implement MTA-STS and TLS-RPT if their email service supports this.
5: Evidence Type: Statement
Organisation to confirm:
All Outbound connections to the public sector and business partners must use TLS in accordance with National Cyber Security Centre requirements on ciphers and certificates

	7
	All OFFICIAL data (particularly patient identifiable and OFFICIAL SENSITIVE) MUST be maintained in accordance with the Information Commissioner’s Office data protection guidance, paying particular note to Principle 7 and the guidance on the use of cloud computing.

Data must only be hosted in locations detailed in the NHS and social care off-shoring policy.
Countries where data is hosted to be listed.
	Evidence type: Statement 
Organisation to confirm that
· all OFFICIAL data is maintained in accordance with GDPR and the guidance on the use of cloud computing.

· confirm where data is located.

	8
	The Service Provider MUST provide tools to ensure that mobile devices are appropriately secured when accessing the email service. This SHOULD include:
· Functions to allow / deny / quarantine by device type, organisation or groups of users.
· Remove device, expire password, and wipe any data associated with the service.
· Reporting functions / capabilities.
· Detect and block rooted (i.e. jail broken) devices.
	Evidence type: Statement
Organisation to confirm:
· they have a Mobile Device Management (MDM) solution in place.
· Their MDM solution provides the functionalities listed

	9
	The Service Provider SHOULD provide eDiscovery tools to support the administration of the service, especially with respect to the EU General Data Protection Regulation, Data Protection Act 2018 and Freedom of Information Act 2000.
	Evidence type: Statement
Organisation to confirm:
· All mailboxes have a data retention capability for electronic discovery.
· Their data retention period

	Safety

	10
	The email service MUST comply with the provisions of DCB0129 Clinical Risk Management: it’s Application in the Manufacture of Health IT Systems.
Where the technology does not have evidence to show compliance with DCB0129, the organisations should consider the suitability of the technology and supplier for their use case.
They must specifically consider and document the risks of utilising the technology without supporting DCB0129 documentation. In doing so this section will have been considered as "met".
	Evidence type: Statement
Organisation to confirm that they comply with DCB0129.
Where an organisation does not meet this requirement, they need to document the risks of utilising the technology as part of the DCB0160 assessment. 

	Interoperability

	11
	Each Service Provider SHOULD comply with the open standards policy.
	Evidence type: Statement
Organisation to confirm that they comply with the open standards policy

	12
	Each Service Provider MUST enable inbound and outbound opportunistic Transport Layer Security (TLS) version 1.2 or better for secure email transport between other secure email services.
	Evidence type: Statement
Organisation to confirm that they enable inbound and outbound opportunistic Transport Layer Security (TLS) version 1.2 or better

	13
	TLS Ciphers should conform with current NCSC guidance.
	Evidence type: Statement
Organisation to confirm that TLS ciphers conform with current NCSC guidance

















Declarations 

1. Clinical Safety declaration:

This declaration should be signed by a senior Clinical Safety Officer who MUST be a suitably qualified, registered and experienced clinician. This person must also have knowledge in clinical risk management and its application within clinical domains / directorates as well as responsibility for ensuring policy is followed. 

The evidence provided within this document (Clinical Safety DCB0160 & DCB0129) is accurate, being actively used by the organisation and is reviewed at least every year. We accept the residual clinical safety risks associated with the [name the email service] service.

Name:
Job title:
Date: 

Signature:


2. ICT declaration:

This declaration should be signed by a senior member of staff responsible for ICT security and delivery. This person must have responsibility for security policies in the organisation and have the authority to sign off residual security risks, including those that arise from system configuration and users. 

We have performed a security risk assessment within [insert name of organisation] for the use of [name the email service]. The evidence provided within this document is accurate, being used by the organisation and is reviewed at least every year. We accept the residual ICT risks associated with the [name the email service] service.

Our Board has accepted that patient identifiable and sensitive data will be stored in the following country / countries:
[Insert countries data will be stored in]


Name:
Job title:
Date: 

Signature:
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