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Document Purpose

This document intends to provide useful information to new and existing customers
considering buying or reprocuring a new HSCN Connection. The HSCN website contains
supporting information and is available at https://digital.nhs.uk/health-social-care-network.

HSCN Overview

The Health and Social Care Network (HSCN) is the national network for the NHS, the
successor to the N3 network that had been in operation since 2004. HSCN enables health and
social care providers to access and exchange information reliably, efficiently and conveniently.

HSCN is a standards-based network that means health and social care organisations can buy
cost effective connectivity from a choice of suppliers (known as HSCN Consumer Network
Service Providers (CN-SPs) within a competitive marketplace and in collaboration with other
health and social care organisations.

In order to become an HSCN CN-SP, suppliers must demonstrate adherence to the HSCN
Obligations Framework, which is a set of standards that ensure the effective delivery and
operation of the HSCN to a consistent and appropriate level.

The following diagram shows the HSCN solution. Further information is available in the ‘HSCN
Solution Overview’ available on the HSCN Website.
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Why do we need HSCN?

Improved Integration and Sharing
o Health and social care organisations need to share information and services
electronically in order to provide coherent, joined up services to the public.

o HSCN provides the underlying network arrangements that enables all organisations
involved in the provision of health and care to share information with one another
and to access local and national health applications and systems reliably and
efficiently, regardless of their network supplier.

o HSCN enables NHS organisations to collaborate with non-NHS social care
organisations on the procurement and operation of shared, place-based, data
networks.

Reduced Costs

o Multiple competing suppliers deliver HSCN to a defined set of industry-aligned
standards; therefore, network connectivity can be procured via a competitive
marketplace which drives value for money services.

Enhanced Security

o HSCN has enhanced, centrally managed security capabilities to increase protection
against escalating cyber threats and ensure high levels of network reliability and
availability, in addition to each organisation’s local security.

Reliability and simplicity
o HSCN provides highly reliable, highly available private network connectivity as well
as security enhanced Internet connectivity, over the same infrastructure.

o Arrangements for authorising organisations to connect to HSCN (via the HSCN
Connection Agreement) are simple to complete.

Technology and Innovation

o HSCN standards enable a broad range of suppliers to offer network services that
use the latest technology and innovation.

Consumer Network Service Providers (CN-SPs)

CN-SPs are network suppliers who demonstrate adherence to the HSCN Obligations
Framework and are able to provide HSCN connectivity to health and social care
organisations. A list of CN-SPs is available here: https://digital.nhs.uk/health-social-
carehttps://digital.nhs.uk/health-social-care-network/suppliersnetwork/suppliers.

The HSCN Obligations Framework requires CN-SPs to provide connectivity services that are
interoperable with all other CN-SPs and meet recognised ISO standards 9001 and 27001 as
a minimum including mandatory controls,. CN-SPs are required to provide a minimum
availability of 99.0% for customer network services.

CN-SPs are the primary point of contact for HSCN service provision and any HSCN related
incidents.

Consumers of HSCN should be aware their CN-SP is responsible for the ownership of any
incidents to HSCN services. This includes engaging with other CN-SPs and HSCN Central
Capabilities on behalf of Consumers and managing the incident through to resolution.
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Central Services

The HSCN programme has delivered the central infrastructure and services required to
manage the safe and reliable operation of the multiple-supplier HSCN environment. The level
of central services required may vary over time as the HSCN environment matures but NHS
Digital will ensure sufficient capability exists to support business continuity, migration and
effective operation. These central HSCN services are:

Peering Exchange

The Peering Exchange provides the highly available points of interconnection for the HSCN
CN-SPs. The Peering Exchanges are in London and Manchester — delivering access to many
network providers. Network traffic traversing different CN-SP networks will utilise the nearest
Peering Exchange.

The Peering Exchange operates active/active (meaning both data centres are in use at the
same time, unless one data centre fails in which case traffic routes via the other data centre
automatically) and is highly available within each location. The Peering Exchange will deliver
the following performance levels:

e 99.999% availability
¢ 1 millisecond average latency
e 99.9% packet delivery

Cyber Security

HSCN significantly improves NHS Digital’s ability to detect and prevent cyber security attacks
through two capabilities:

o Network Analytics Service (NAS) monitors network flow metadata from HSCN to
provide advanced threat detection and analytics. The NHS Digital Data Security Centre
operates NAS to detect malicious activity on the network.

e Secure Boundary provides a perimeter security solution offering protection against
cyber security threats for NHS organisations

HSCN is not a secure network; it is a private network with advanced security capabilities.
Encryption and protection of patient and sensitive data occurs at the application layer, with the
network infrastructure simply acting as a transport mechanism.

Service Coordinator

The Service Coordinator is the central NHS Digital service management capability that
manages all providers that are involved in the delivery of HSCN. The primary purpose of the
Service Coordinator is to:

e Provide BAU operational oversight of all HSCN providers;
e Perform performance monitoring of CNSPs; and

o Effectively co-ordinate the response to high severity operational issues involving
CNSPs with Internal NHS Digital Functions and contracted service providers.
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Technology Options

The majority of HSCN connectivity services use two networking technologies: Broadband and
Ethernet. HSCN does not restrict CN-SPs to a particular technology; some CN-SPs may offer
additional, innovative services such as wireless, satellite and remote access solutions.

Broadband

The three most common types of fixed-line broadband in the UK are ADSL, cable and fibre.
Broadband services are typically asymmetric — meaning the download speed is not equal to
the upload speed. Broadband services are distance sensitive — the bandwidth you receive will
depend on the distance to the telephone exchange or street cabinet.

HSCN broadband services are available as consumer grade or business grade services.
Consumer grade services are similar to the type of broadband service you receive at home,
where business grade services may have enhanced capacity and support.

Broadband services are typically low cost as they are delivered over telephone lines, with the
exception of FTTP (Fibre to the Premises), which may require additional installation charges
if available in your area.

Type Maximum Description
Speed
ADSL1 8Mbit/s ADSL stands for Asymmetric Digital Subscriber Line and is the

most commonly available type of broadband, delivered through
the copper wires of a phone line.

ADSL2+ 24Mbit/s The broadband speeds via both types of ADSL will depend on
the distance from your telephone exchange - the further away
you are, the lower the speeds.

Cable 152Mbit/s Cable networks use fibre optic and coaxial cables to deliver
superfast broadband services - as well as TV and phone
services - direct to premises. Typically, this is for home users.

FTTC 38Mbit/s or Fibre-to-the-cabinet broadband involves fibre optic cables run
76Mbit/s from the telephone exchange to street cabinets before using
standard copper telephone wires to connect to premises.

Most fibre broadband connections in the UK are fibre-to-the
cabinet services.

FTTP 1Gbit/s Fibre-to-the-premises broadband involves fibre optic cables
running directly to your premises. It is faster than fibre-to-the
cabinet but currently only constitutes a minority of broadband
connections.

Copyright © 2022 Health and Social Care Information Centre.
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Ethernet

Distance does not affect Ethernet services and services are typically symmetric — meaning the
download speed is equal to the upload speed.

Ethernet services have two elements:

1. Bearer — the physical cable delivering the service. Operating at 10Mbps, 100Mbps,
1Gbps or 10Gbps Ethernet.

2. Committed Data Rate (CDR) — a logical limitation on the cable to provide the required
amount of bandwidth.

These two elements define the service. For example, 200Mbps CDR on a 1Gbps bearer
enable you to use 200Mbps of the available 1000Mbps. On some contracts, the supplier can
logically upgrade the service by making a configuration change with no need to visit site or
install any new equipment.

Ethernet services are typically more expensive and require the installation of dedicated cabling
into your premises. This may require civil engineering such as digging up roads if fibre cabling
is not already present on your premises. Permission may also be required from the landowner
in the form of a Wayleave Agreement. Any excess works such as civil engineering will be part
of the supplier’s survey and may incur additional charges and time for installation.

Type Maximum Description

Speed
10M 10Mbps Delivered over fibre optic cables or a number of copper cables
Ethernet bundled together. Suitable for a small site that requires

synchronous connectivity.
Typically, no longer cost effective when compared to broadband
or 100Mbps Ethernet alternatives.

100M 100Mbit/s Delivered over fibre optic cables. Suitable for medium sites that
Ethernet require synchronous connectivity.

A 1Gbps service with a low committed data rate (CDR) may be
a cost effective alternative and provide an option for future

growth.
1G 1Gbit/s Delivered over fibre optic cables. Suitable for large sites that
Ethernet require synchronous connectivity.
Medium bandwidth connections for large sites and regional data
centres.
10G 10Ghit/s Services with a bandwidth greater than 1Gbps.
Ethernet High bandwidth connections to enterprise data centres and

central services such as NHS Mail.

Copyright © 2022 Health and Social Care Information Centre.
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Alternatives

CN-SPs can now offer a full range of alternative networking technologies as part of HSCN

including wireless technologies such as WiFi, 4G/5G and satellite connections. The services
offered by each CN-SP may differ.

Copyright © 2022 Health and Social Care Information Centre.
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Connectivity Requirements

There is no standard catalogue for HSCN connectivity services. There are several different
procurement options for HSCN services, all of which need defined customer requirements.
CN-SPs can deliver any form of wired or wireless networking solution to meet your
requirements. Further details on the procurement options for HSCN are available here:
https://digital.nhs.uk/health-social-care-network/new-to-hscn/procurement-options.

We recommend a three-stage approach to assess your HSCN connectivity requirements:
1. Review current service and utilisation
2. Review your services that will use HSCN
3. Estimate future use

You need to consider the cost of your connectivity requirements alongside your budget.
Independent benchmarking has shown that HSCN connectivity is very cost effective. As a
result, you should be able to obtain connectivity based more on your business requirements
than on cost.

Review Current Utilisation

Identify any specific requirements that exist on your current network. Examples of these may
be network elements specifically provisioned for high-bandwidth point-to-point applications
(such as imaging) or clinical applications that are latency sensitive. Highlight any specific
requirements as early as possible.

Review Network Services

The first step to assessing your connectivity requirements is to determine the services that
require HSCN connectivity. These services may include:

e central services such as SPINE, NHS Mail, SUS+, PACS, GPITF

e regional services such as shared care records systems

e access to the Internet

e business application (overlay) services such as telephony and video conferencing

In addition to the services running over the network connection, you should consider the
number of users operating at a site and the type of users these are. An example of user
categorisation is included below:

Light User Basic email and web browsing

Moderate User Some file downloads, streaming video, voice and cloud based
resources

Multimedia Large file downloads, interactive web conferencing

Power User/Heavy High bandwidth demand, intense Internet-based application
use, multiple devices per user

Copyright © 2022 Health and Social Care Information Centre.
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Estimate Future Use

Your contract for HSCN connectivity may be on a multi-year term, so capacity requirement
estimates need to factor in potential growth over the contract duration. Any major restructuring
projects, changes to applications or increased use of cloud services may affect your
requirements for network bandwidth.

Internet Access

Outbound Internet access from HSCN is an additional service that needs to be specified in
your requirements. HSCN Internet is highly scalable, delivered by each CN-SP and routed
through the HSCN cyber security capabilities — NAS and Secure Boundary.

Internet access requirements should also include your bandwidth requirements for accessing
cloud-hosted services such as Office 365. Alternative connectivity options for cloud service
providers may be available across HSCN.

CN-SPs will also be able to deliver inbound Internet access to locally hosted services. Please
clearly state this in your requirements.

Copyright © 2022 Health and Social Care Information Centre.
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Service Specification

Four elements specify the network service. These will all have an impact on cost:
e Bandwidth — the volume of traffic you need to concurrently transmit over HCSN.
¢ Resilience —the level of tolerance provided to cater for failure of elements of the service.
e Additional Connectivity — VPNs between sites, private connections, user groups.
e Service Wrap — the level of service provided by the supplier.

Bandwidth

Consider the bandwidth requirement for your new HSCN connection against your current
connection. Advances in technology mean that higher capacity services are now available at
a lower cost. It may be possible to reduce the cost of HSCN further by moving to an alternative
technology such as Broadband.

Consider future growth when specifying the bandwidth requirement for a service, which may
influence the technology selected. Ethernet services can be variable to provide more or less
bandwidth on relatively short notice.

Organisations are recommended to replace any existing Internet access services with HSCN
Internet access and factor this into their bandwidth requirements. HSCN Internet access could
be more cost effective and benefits from the central cyber security capabilities, NAS and
Secure Boundary. CN-SPs can also provide inbound Internet access if required.

Resilience

Resilience is required where an organisation deems necessary based on their
business/operational risk appetite. HSCN CN-SPs will offer resilient services.

The main decision for customers on resilience is whether the backup circuit is equivalent to,
or a lesser specification than the primary circuit. The two options are:

1. Backup equal to primary service — In the event of a failure there will be no difference in
performance, but ongoing costs may be higher.

2. Backup is lesser specification to primary service — The backup service is a different
technology (possibly wireless) or has a lower bandwidth than the primary service. The
ongoing costs will be lower, but there could be a performance impact if the primary
service fails.

In some areas of the country, it may not be possible to deliver fully resilient services — as there
may only be a single connectivity route available — CN-SPs may propose alternative
technologies such as wireless solutions.

Where resilience is critical to your business operations, take care to ensure that you specify a
service that is fully diverse from your premises back to the local exchange. In some instances,
circuits can use shared ducting into or under buildings, particularly on large sites. If this ducting
is accidently damaged it can result in both circuits failing and the site having no service. Your
CN-SP should highlight if this risk is present for your services.

Copyright © 2022 Health and Social Care Information Centre.
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It may be possible to operate resilient services in an active/active manner — making use of the
available bandwidth of both services under normal conditions, but utilising only a single service
if one were to fail. Monitor capacity carefully in this scenario to ensure that the organisation
can operate using a single service as utilisation increases over time.

Service Wrap

The HSCN Obligations Framework specifies the minimum standards that a CN-SP must meet
for the HSCN connectivity services they deliver. Some customers may require a different level
of service, which CN-SPs can deliver in excess of the minimum standard. Enhanced services
levels will be likely to attract higher costs. Variable options include:

e Availability
e Service Desk hours
e Change Management service levels

The Obligations Framework minimum standards are available on the HSCN website here:
https://digital.nhs.uk/health-social-care-network/suppliers

Data Security

HSCN is a private network, designed as a reliable business resource to carry information,
which is only available to certain organisations. This is very different from a 'secure' network.
HSCN doesn't provide security to prevent loss, tampering, authenticity or inappropriate usage
of the information it carries or the systems or services available through it.

This means that if patient data or personal data is transmitted across HSCN, then encryption
must be used. It also means that if you provide systems or services over HSCN, it's your
responsibility to secure them and to make decisions about who can access those systems or
services.

The National Cyber Security Centre provides useful information on encryption and how to
protect your data in transit: https://www.ncsc.gov.uk/guidance/cloud-security-principle-
1https://www.ncsc.gov.uk/quidance/cloud-security-principle-1-data-transit-protectiondata-
transit-protectionhttps://www.ncsc.gov.uk/quidance/cloud-security-principle-1-data-transit-

protection

Please note, in the context of this information, that HSCN Suppliers are obliged to operate
their networks in line with the requirements of ISO/IEC 27001:2013 and follow best practice
guidance provided by the National Cyber Security Centre.
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Installation Considerations
IP Addressing

Customers need to decide whether to retain their existing IP addressing, or request new IP
addressing for migration. It is expected that most customers will initially retain their current IP
addressing to minimise change during migration. More information is available in the HSCN
IP Addressing Policy:

https://digital.nhs.uk/health-social-care-network/IP-addressing-policy

Service Installation

Depending on the service ordered, a CN-SP is highly likely to install new HSCN connectivity
services alongside your existing connectivity. Your CN-SP may also conduct a site survey to
identify the installation location and access routes for cables. Parking, site access and
supervision will need to be provided for survey and installation visits.

When your CN-SP confirms your installation date, it can be difficult to change it. If changes
are required, or appointments missed then additional charges may apply. There may also be
a significant delay in re-scheduling.

Equipment
If this is a new service or you're changing your CN-SP, your CN-SP will need to install new

network termination equipment to deliver your HSCN services. This equipment will require
space and power for installation, potentially in close proximity to your existing services.

The CN-SP will supply details on the space and power requirements for the service you have
ordered. You will need to meet these requirements prior to installation and the supplier may
conduct a survey if necessary.

Your new HSCN equipment may be zero touch, or suitable for self-installation — particularly
for Broadband services.

You will need to provision and configure appropriate connectivity for the HSCN service into
your local network — including any upgrades to local infrastructure that may be required to
support higher speed services.

Wayleave & Access

If you are having a new service installed, or upgrading from an ADSL (telephone line based)
to an Ethernet (fibre based) service, your CN-SP may need to install new cabling to your sites.
If your site is owned or managed by someone else such as a landlord or leaseholder,
Wayleave may need to be granted prior to any installation can occur.

Your CN-SP will advise on this following an installation site survey.
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Buying HSCN connectivity

Procurement Process

The initial step in the procurement process is to define your requirements for HSCN
connectivity — the earlier sections on Technology Options, Connectivity Requirements and
Service Specification should all provide guidance to help you define your requirements.

Once you have a clear set of requirements, the next step is to start the procurement process
to select the CN-SP that you will believe will provide the optimum combination of service and
value of money.

It's not the aim of this document to provide detailed advice on procurement — that's something
that you would need to follow up with your own Procurement function in your organisation.
However what follows provides an overview of the routes to market currently available for
public sector organisations.

Routes to Market

Crown Commercial Services (CCS) frameworks provide a simple and efficient way for health
and social care organisations to buy HSCN connectivity services from a choice of compliant
suppliers. The frameworks also provide a full set of procurement template documentation
including contract terms that suppliers have signed up to. There are two options via CCS
routes:

1. RM3808

e Network Services 2

e Open until 16/08/23

e To be replaced by Network Services 3

e 13 lots covering services & products such as:
Voice & data provision

Internet access

WiFi

Audio & video conferencing

Equipment

Maintenance & support services

e Lot 1 covers HSCN connectivity and there are 14 CN-SPs that can supply services
under this lot

0O O O O O O

There are 3 ways to buy:
e Direct award from the catalogue

o Available on all lots and suitable for straightforward requirements — this can include
cross-lot procurements

o Supplier offers are shown in the government marketplace — if you currently use
Zanzibar you should already be able to access the catalogue.

Copyright © 2022 Health and Social Care Information Centre.
NHS Digital is the trading name of the Health and Social Care Information Centre. 14


https://www.gov.uk/guidance/emarketplace-a-guide-for-public-sector-buyers#how-to-register-for-access

HSCN Buying Guide

e Further competition
o Use for all your requirements
o Can be used when your requirement covers multiple lots of the RM3808 agreement

o Should be used when you need suppliers to develop proposals or solutions to meet
your statement of requirements

o Further competition helps you to amend or refine a wider range of the template call-
off terms and conditions, giving you more flexibility when defining your statement of
requirements

e Aggregation
o Use the CCS complementary aggregation service to bring together customers
with similar requirements
o CCS leverage the volume to create greater commercial benefits for customers

CCS manage the procurement process from start to finish

The CCS website Network Services 2 provides all the necessary documentation to use either
the direct award or further competition options. It also provides contact details should you
require further information.

2. RM3825

e HSCN Access Services dynamic purchasing system (DPS)
Open until 23/05/24

Covers HSCN connectivity and supplementary services only
e 21 CN-SPs can supply services via this DPS

This DPS provides access to the HSCN for health, social care, and related organisations. The
agreement covers supplementary services, including PSN connectivity, cloud access, ISP
services, virtual routing and forwarding (VRF), network access and security, virtual private
networks (VPNs), firewalls, and intrusion prevention and detection and professional services
to support transition and implementation,

The CCS website HSCN Access Services DPS provides further information on how to buy
using this DPS. It also provides contact details should you require further information.

Please note that you will need to register as a buyer on the CCS website for both RM3808
and RM3825.

In addition to the CCS frameworks, the Public Contracts Regulations 2015 require most public
sector bodies to use Contracts Finder and/or Find a Tender when advertising their new
opportunities and publish contract award information, so that all suppliers have better more
direct access to public sector work.

1. Contract Finder
This should be used for lower value contracts, between £10,000 and £118,000.
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Buyers can register on Contracts Finder by visiting the Contracts Finder Homepage and
clicking on the ‘Sign In’ link. Many e-tendering portals will also enable you to publish notices
directly to Contracts Finder.

2. Find a Tender

This should be used for higher value contracts, worth over £118,000 and replaces the OJEU
process used prior to Brexit.

Buyers can register on Find a Tender by visiting the Find a Tender Registration Service. If
you've already registered on Contract Finder, that login should also work on Find a Tender.

More Information

Please see the NHS Digital HSCN website which provides detailed technical information and
a number of relevant contacts:

https://digital.nhs.uk/health-social-care-network
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