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[bookmark: _Toc106628093]Introduction
This document contains a collection of points which describe the benefits and risks of cloud adoption. This document is intended as an aid to the person writing a business case for migration of systems to a cloud platform. The purpose is to provide a helpful starting point for the narrative elements of a typical business case:  Benefits, Delivery Risks, and Risks of not acting.
[bookmark: _Toc106628094]How to use this document
Every organisation’s context and drivers are unique; therefore, each point may be more or less relevant to the context of a given organisation.   To make the overall business case document more compelling, it is strongly advisable to also include local context and data points and not feel limited by the suggestions made in this document.

[bookmark: _Toc106628095]Benefits
[bookmark: _Toc106628096]Agility
· Speed and Agility – Cloud adoption supports businesses to focus resources at the application level, ensuring services are developed in an agile way, adapting approaches as new understanding emerges
· Capabilities to accelerate innovation. With cloud services, it is easy to experiment with technology options without making long-term commitments. On-demand access to services supports rapid prototyping of solutions without the delay of a procurement cycle. Unwanted cloud resources can be turned off when the prototype is finished.   
· Cloud Big Data and Analytics Capabilities - The cloud’s scalability also offers healthcare providers an ideal platform for storing and analysing big data. This helps to take advantage of the full potential of advanced technologies such as available on demand – advanced databases, analytics, AI/ML, IoT, image processing, maps, and much more. By analysing data, healthcare providers can gain new insights into patient needs and allow medical research and treatment advances.
· Access to Innovative Solutions and Applications – More and more innovative 3rd party applications and solutions are being developed with a ‘cloud first’ approach, where innovative solutions are ready to be deployed on the cloud and integrated into your IT ecosystem at the click of a button. This could open the door for the latest technology in diagnosis, workforce management and analytical capabilities for the NHS and its Trust around the UK, without the need of having to consider large up front capital expenditure on physical infrastructure and associated integration costs.
· Future-proof / ever-green solutions fit for continuous evolution. Physical infrastructure requires regular maintenance and refresh as it ages. Cloud providers bear the burden of IT hardware, software and datacentre maintenance and refresh, allowing the IT teams to focus on value-add business activities.

[bookmark: _Toc106628097]Financial
· Significant reduction in cost – The NHS can avoid capital expenditures to maintain/replace legacy infrastructure equipment by migrating IT platforms and services to the cloud. The Cloud will allow your IT infrastructure to shift to an Operational Expense, which can be more predictable and allow for the NHS to benefit from economies of scale.
· Pay-as-you-go pricing – cloud services are purchased at a service-by-service level on a “usage over time” basis. This enables considerable flexibility and opportunities to reduce waste. Contrast with physical hardware purchases based on a capacity forecast plan years in advance. Usually, engineers will over-provision capacity to mitigate service risks. In the cloud, capacity is available on demand, so engineers can purchase what they need when they need it – not just “in case”.   Furthermore, the elastic consumption model makes it possible to link IT spend more closely to business priorities.
· Licencing – migration to cloud provides opportunities for licence consolidation and economies of scale.   Additionally, it opens up “as a service” offerings from the cloud service providers which, in certain situations, can be more cost-effective than traditional per-seat licence models.
· Capex to Opex - budget allocation changes from a CAPEX investment to a usage based OPEX model.  Your organization will realize meaningful improvements in financial statements, with improved cash flow timing and a reduced need to acquire assets that result in a fixed cost structure.
· Consolidation of IT Vendors – Looking to the future, should the NHS Trust nationally adopt cloud infrastructure into their IT ecosystem, the NHS could benefit from a standardisation of its infrastructure, which would allow the NHS to consolidate and reduce the number of vendors used for various software and hardware components, creating a simpler support model and again, benefiting from economies of scale.

[bookmark: _Toc106628098]Operational
· Scaling - unlimited capacity / elasticity - Scale up and scale down according to demand. Reduce planning, purchasing, and provisioning times from months to hours. Cloud computing improves scalability and flexibility for the NHS; organisations can scale their data storage capacity as needed in the cloud. It can enable the NHS to grow and adopt powerful computing capabilities, alter resources on-demand during demand spikes and run workloads closer to where physicians and clinical staff are. 
· Right-sizing - flexibility to reduce consumption of resources along in the event of a decrease in application usage. It is also possible to choose appropriate tiers of service, performance resilience, geographical distribution without changes to the application. 
· Resilience - high availability (backed by provider SLA) is a simple configuration option which can be applied as needed to critical systems. Security and service availability options can be configured as appropriate to the criticality of the business services.
· Disaster Recovery – like resilience – replication of data and platforms across geographies is a standard configuration option on cloud platforms. For instance, a natural disaster such as a flooding or a widespread power outage could inflict tremendous damage on hospital IT infrastructures. Remote cloud deployments can be used to back up hospital data and systems in an outage or cyberattack event.
· Universal access & federated access to data – Cloud-based patient medical data are far more accessible to authorised users than data stored locally, enabling interoperability and collaboration among NHS clinicians in different locations. As the NHS healthcare systems expand to new physical locations, cloud migration brings convenient means to securely access data and applications from any devices such as mobile phones, laptops, or wearable devices. This could benefit Trusts which expand locally through opening new hospitals, GP Practices, or the sharing of patient data nationally between different trust in different regions.
· Management layer - Consistent management across a broad range of technologies reduces issues of multi-vendor infrastructure support.  Opportunity to consolidate management tools.
· Automation – cloud management by API allows automation of IT operations, improving system stability, while reducing overheads.  Events such as resource provisioning, de-provisioning, auto-scaling, housekeeping, backups, scheduling, policy enforcement, reporting, can be scripted and orchestrated. Infrastructure is defined as code (IaC) and is managed through software development practices such as DevOps – including automated testing and deployment (CI/CD), code repositories.
· Transfer of risk - The shared responsibility model allows the Trust to transfer the delivery risk of several "non-core" business functions to the service provider, away from the in-house IT team. The cloud service provider bears the responsibility for providing the infrastructure foundations including:
· Host operating system
· Virtualisation layer
· Procure, install, and operate infrastructure hardware, software, networking 
· Physical security
· Operate and maintain datacentre facilities 
Note: shared responsibility models vary across service providers and specific services. You are advised to double check what terms apply to any specific service.

[bookmark: _Toc106628099]Security
· Security and Data Protection- Cloud platforms provide strong, policy-based mechanisms to ensure that only people with appropriate permissions are able to access the data they need.   
· Maintaining the security of a data centre and virtualised infrastructure is an increasingly challenging job due to the evolving threat of cyber-attacks and not one that many organisations can specialise in. By contrast, cloud service providers maintain a constant security operation to mitigate many common risks.
· Security used to be the top obstacle to cloud adoption in healthcare. Today, healthcare organizations are struggling to manage the latest security threats. 75% of current cloud users investing in cloud to reduce security risks say it is highly effective at mitigating risks.  
· Security tooling - cloud providers understand this is a complex area and provide customers the tooling required to implement access control, identity management, controls, log aggregation, and security event detection and management.  Cloud platforms provide the tools to automate most security tasks thus improving security by reducing human configuration errors.
· Compliance - cloud platforms enable strong policy-based enforcement of business rules for data governance and data privacy.  The major cloud providers are compliant with prevailing UK, EU, and global data protection standards.

[bookmark: _Toc106628100]Environmental
· Sustainability - the hyper-scale cloud service providers have stated the ambition to achieve carbon neutrality by set dates. To do this, they are investing significant engineering effort to reduce the environmental impact of their operations, by optimising every element of the infrastructure ecosystem, and by powering their datacentres with renewable energy sources.

[bookmark: _Toc106628101]People
· Staffing / Skills - Management of IT infrastructure requires a number of niche specialist skills. It is a challenge to keep skills up to date and maintain staff coverage over time.  In the cloud, the complexities of underlying infrastructure are hidden under a common management layer, reducing the dependency on specialist knowledge of specific infrastructure items (e.g., SAN fabrics, firewalls).  
· Most organisations rely on a small IT team working an 8-hour day to ensure adequate operations cover is in place, but cloud providers such as Amazon and Microsoft have round-the-clock teams dedicated to this kind of activity.
· Cloud adoption is also a means to attract talent to the trust who are keen to work with current technologies.  The major cloud service providers offer education and skills development programmes to their customers as part of a package of incentives.

[bookmark: _Toc106628102]Risks
[bookmark: _Toc106628103]Risks of moving to the cloud
· Service Disruption to workloads during migration – As with all migrations, there is a risk to any application while it is in transit. Managing this risk will require the involvement of the business in transformation planning and prioritisation of workloads.  The business's role in that activity is to communicate the business operations risk of changing prioritized workloads. Helping IT choose workloads that have a lower impact on operations will reduce the overall risk.
· Budget control - Cost models change in the cloud. This change can create risks associated with cost overruns or increases in the cost of delivering services. When business works closely with IT, it's feasible to create transparency regarding costs and services consumed by various business units, programs, or projects. To mitigate this risk, it is important to focus on the mindset shift from the capex model to the consumption model as well as implementing sound FinOps disciplines.
· Resistance to change – A transition from legacy infrastructure to Cloud can sometimes feel daunting for an IT workforce who are accustomed to the existing IT ecosystem, this is further exacerbated if the IT workforce do not have the necessary capacity to train themselves and support the transition to cloud.
· Analysis paralysis – it is easy to become over-ambitious at the start of the journey and try to tackle too much scope. To ensure steady progress, start with simple, non-business-critical applications to develop the skills and confidence in your cloud competencies. As you develop your organization’s abilities to learn, to lead, to scale, and to secure, you should also be ready to tackle more complex and critical applications
· Organisation alignment – to ensure support for the cloud migration, ensure that stakeholders understand the motivations and benefits of the change and are involved in the planning and prioritisation of the migration activities.

[bookmark: _Toc106628104]Risks of not moving to the cloud 
· Scaling – IT systems are limited by capacity constraints of legacy infrastructure and datacentres.  In extreme cases this can lead to service impacting incidents.
· Reliability and cost risks associated with legacy infrastructure – over time, hardware reliability decreases, and service costs are likely to increase.
· Compliance – Most IT environments are heterogenous with mixed legacy and age.  It is challenging to implement robust controls over the data without restricting business access.
· Technology refresh – costs and effort required to re-procure and replace legacy hardware do not deliver business benefit other than to maintain the status quo.
· Licence efficiency – Physical Hardware and software licensing for on premise use is increasing in cost annually.   The current trend for major vendors is to move to a service model and the increasing prices of traditional licences to incentivise companies to move into the cloud.
· Cybersecurity risks continue to increase – in order to meet the growing threats and maintain a robust compliance posture, investment in Physical IT infrastructure will need to increase by at least 50%.
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