National Imaging Registry – NIR Error Handling
National Imaging Registry – NIR Error Handling
National Imaging Registry – NIR Error Handling
[bookmark: _Toc6970]Reporting Success/Failure to the Client
[bookmark: _Toc6971]Determining ResponseStatusType
In accordance with https://profiles.ihe.net/ITI/TF/Volume3/ch-4.2.html#4.2.4,  the status of the operation will be reported to the client via the AdhocQueryResponse   for ITI-38 or the RetrieveDocumentSetResponse  element for ITI-39 and RAD-75ResponseStatusType
Condition
urn:oasis:names:tc:ebxml-
regrep:ResponseStatusType:Suc
cess
No Error level severities present.
urn:ihe:iti:2007:ResponseStatusT
ype:PartialSuccess
One or more home community responses contain Error-level severities, 
but not all
urn:oasis:names:tc:ebxml-
regrep:ResponseStatusType:Fail
ure
All 
home community responses contain at least one Error level severity

[bookmark: _Toc6972]Consolidated Error Codes Originating From Downstream Gateways
The following errors from downstream gateways may be reported via the RegistryErrorElement, as per: https://profiles.ihe.net/ITI/TF/Volume3/ch-4.2.html#4.2.4.1
NIR consolidates error messages and error codes into a subset to simplify the requirements for displaying errors on requesting systems.
IHE Error 
Code
IHE Discussion
Trans
actio
n
Consolidated NIR 
Code
Note
XDSDocumen
tUniqueIdErro
r
The document associated with the uniqueId 
is not available. This could be because the 
document is not available, the requestor is 
not authorized to access that document or 
the document is no longer available.
Retrie
ve
XDSRepositoryError
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XDSMissingH
omeCommun
ityId
A value for the homeCommunityId is required 
and has not been specified
Query
, 
Retrie
ve
n/a for XGQ, 
XDSMissingHomeCo
mmunityId for XGR
XDSRegistryB
usy
Too much activity
Query
,
XDSRegistryError
XDSRepositor
yBusy
Retrie
ve
XDSRepositoryError
XDSRegistryE
rror
Internal Error
Query
,
XDSRegistryError
XDSRepositor
yError
The error codes XDSRegistryError or 
XDSRepositoryError shall be returned if and 
only if a more detailed code is not available 
from this table for the condition being 
reported.
Retrie
ve
XDSRepositoryError
If one of these error codes is returned, the 
attribute codeContext shall contain details of 
the error condition that may be 
implementation-specific.
XDSRegistryO
utOfResource
s
System Resources are currently unavailable 
to respond to the request. The request may 
be retried later.
Query
,
XDSRegistryError
XDSRepositor
yOutOfResour
ces
Retrie
ve
XDSRepositoryError
XDSResultNo
tSinglePatien
t
This error signals that a single request would 
have returned content for multiple Patient Ids
Query
, 
Retrie
ve
XDSRegistryError, 
XDSRepositoryError
XDSStoredQu
eryMissingPa
ram
A required parameter to a stored query is 
missing.
Query
,
XDSRegistryError
XDSStoredQu
eryParamNu
mber
A parameter which only accepts a single 
value is coded with multiple values
Query
XDSRegistryError

XDSTooMany
Results
The request cannot be satisfied due to being 
overly broad or having a response that is too 
large. The request should be adjusted, e.g., 
narrowed to reduce the number of results.
Query
, 
Retrie
ve
XDSRegistryError,XDS
RepositoryError
XDSUnknown
Community
A value for the homeCommunityId is not 
recognized
Query
, 
Retrie
ve
XDSUnknownCommu
nity
XDSUnknown
PatientId
Patient Id referenced in the transaction is not 
known by the receiving actor. The 
codeContext shall include the value of patient 
Id in question.
Query
XDSUnknownPatientI
d
Only 
returned 
when a 
query 
targets a 
specific 
home 
commun
ity id. 
Filtered 
out when 
query is 
federate
d across 
all 
respondi
ng 
gateway
s.
XDSUnknown
RepositoryId
The repositoryUniqueId value could not be 
resolved to a valid document repository or the 
value does not match the repositoryUniqueId.
Retrie
ve
XDSRepositoryError
XDSUnknown
StoredQuery
The Query Id provided in the request is not 
recognized.
Query
XDSRegistryError
XDSUnavaila
bleCommunit
y
A community which would have been 
contacted was not available.
1
. A Cross Gateway Query, Cross Gateway 
Retrieve or Cross Gateway Document Set 
Provide fails because the community 
identified by a homeCommunityId could not 
be contacted.
2
. A Cross Gateway Query based on Patient 
ID could not contact some known 
communities to relay the query.
Query
, 
Retrie
ve
XDSUnavailableCom
munity

[bookmark: _Toc6973]Sample error messages
Below is a sample table of error messages that may be returned as context to the below error codes
[bookmark: _Toc6974]Error Codes Originating From NIR
A small number of errors can occur in NIR prior to a request being made to a responding gateway.Consolidated Error Code
Sample Error Messages
XDSRegistryError/
XDSRepositoryError
“Gateway returned unexpected response code: {status_code} for Organisation: 
{
organisation_name}, HCID: {home_community_id}"
"Gateway request error for Organisation: {organisation_name}, HCID: 
{
home_community_id}"
"Gateway unknown error for Organisation: {organisation_name}, HCID: 
{
home_community_id}"
XDSUnavailableCommun
ity
"Gateway timeout error for Organisation: {organisation_name}, HCID: 
{
home_community_id}"
"Gateway connection error for Organisation: {organisation_name}, HCID: 
{
home_community_id}"
XDSMissingHomeComm
unityId
"Home community ID missing from request"
XDSUnknownCommunity
"Home community ID not recognised: {home_community_id}
XDSUnknownPatientId
"Patient ID not recognised by gateway: {patient_id} for Organisation: 
{
organisation_name}, HCID: {home_community_id}"

In the case that a request fails validation, authentication or something unexpected occurs, this will be reported as follows:
Error Code
Error Message
Reported by
SchemaValidationError
Schema validation failed
SOAP FAULT
wsse:FailedCheck
Invalid signature in request
SOAP FAULT
wsse:FailedAuthentication
SAML validation failed
SOAP FAULT
XDSRegistryError
Query validation failed
RegistryErrorList
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XDSRegistryError/XDSRepositoryError
Unexpected error during processing
RegistryErrorList

Reporting Success/Failure to the Client
[bookmark: _Toc6975]Error Severity
[bookmark: _Toc6976]Warning
Errors related to the health or availability of downstream systems, i.e. the responding gateways, are assigned the Warning severity.
These are errors that cannot be corrected by altering the request from the client. Examples of this include if a responding gateway times out or is unavailable, e.g. XDSUnavailableCommunity
These will usually result in a successful response, with the warnings reported via the RegistryErrorElement as described in the previous section. 
[bookmark: _Toc6977]Error
The Error severity level may be assigned in the following situations:
1. Errors related to the content of the request, e.g. invalid XML or missing security headers. These can usually be corrected by altering the request from the client, and will generally result in a 400 status code.
2. Unexpected errors. These are unexpected errors in NIR, suggesting a possibly bug or issue with the system. 
These will result in a 500 status code. 
Error Severity
[bookmark: _Toc6978]HTTP Status Codes
[bookmark: _Toc6979]200
Providing the SOAP request to NIR is valid, and a valid SOAP response can be returned, NIR will return a 200. 
Any errors encountered querying the gateway(s) will be returned to the client as part of the response payload  (see above). 
[bookmark: _Toc6980]400, 401, 500
NIR uses the following conditions to determine which non-200 status code to return to the client
Condition
Status
Request is invalid or malformed
400
, BAD_REQUEST
Security header is missing or invalid, SAML Token is missing or invalid
401
, UNAUTHORIZED
NIR encounters an unexpected error while processing the request
500
, INTERNAL_SERVER_ERROR

HTTP Status Codes
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