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NHS Architectural Principles
Introduction
The Enterprise Architecture function within NHS Digital have produced a set of Architecture Principles which are refreshed, if necessary, and published every 6 months or so.  These Principles are approved by the Enterprise Architecture Board, a cross organisational body with NHS X members that provides strategic direction, governance and assurance of enterprise architecture, including of architecture strategies, policies, patterns and standards which support health and care strategy.
Architectural Principles
A principle is a rarely changing rule or guideline.   Our Architectural principles define how technology in the NHS needs to operate and are designed for architects and those involved in the generation of systems, applications and services to act without constant monitoring, evaluating, correcting and controlling.  They must be adopted when building technical solutions. Governance is applied to our solutions through compliance with these Principles, in addition to policies (rules), patterns and standards to ensure that all systems applications and services align with health and care strategy.    
All principles are equal and should be used as guides for individual decision making by architects. It is recognised that there will be circumstances where a trade-off needs to be made between strict adherence with the principles and other considerations such as time and cost for delivery.
These Principles have been designed to align with the Secretary of State's Architecture Principles, published in October 2018.  You can read about the background, rationale and the 6 Principles via this link to the gov.uk website  
They were also developed alongside the Government Design Service (GDS) Design Principles which were updated in September 2019 – information on those 10 Digital Design Principles can be found on this link here
Changes to this version of the Principles
In addition to improving the alignment with the Government’s Architecture Principles above, this version has included a new principle to guide apps and services designers to incorporate sustainability and resilience into systems and technology, considering the impact to climate change from their work and ensuring their designs are able to withstand the challenges the Climate Emergency brings.
Other minor changes include:
· Removed the requirement to use commercial off the shelf software, recognising that open source is also a valid choice.
· Relate the implications to Enterprise Architecture controls, e.g. standards and patterns.
· The principle “Separate the layers of our patient record stack: hosting, data and digital services” has been merged with “4. Build a data layer with registers and APIs” reflecting that the implications are very similar. 
Further information and guidance 
For definition of terms in the principles’ descriptions, there is a glossary at the end of this document.
For further information about the Architecture function and its work, the Enterprise Architecture Board and/or the Architecture Principles, please contact: nhsd.architecture@nhs.net
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EA Principles
	Name
	Description
	Rationale
	Implication

	1. Deliver Sustainable Services


	All digital services need to be delivered sustainably.
	Digital services need to be ‘resilient’, that is robust and able to withstand and respond to changes arising out of the Environmental Emergency.

The impact of digital services on “embodied emissions” or ecological & social impact from mining and manufacture (that is, the environmental cost of producing and disposing of IT equipment) should be considered.

Design principles – 
· Minimise data retention and resolution
· Code efficiently
· Avoid duplication 
· Limit architectural obsolescence 
· Carefully consider the benefits of utilising and AI / machine learning – ensure benefit outweighs energy requirements.

	Architects should consider the impact of climate change in their work from three perspectives in addition to the other principles:

Direct

· Ensure that non-functional requirements are appropriate (do not build in unnecessary duplication and redundancy)
· Design services that maximise resource utilisation (i.e. cost and carbon optimisation).

Upstream

· Select suppliers considering their carbon footprint.

Downstream

· Promote the move to environmentally sustainable cloud services.
· Promote digital by default as a principle, reducing CO2 in health and care business processes.


	2. Put our tools in modern browsers
	All digital services should be browser based and utilise open web standards.
	Provides flexibility for users (and their trusts, CCGs or any other administrative group) to choose any modern computers and operating systems that meet their needs.

Supports move to a mobile-first approach and makes the same digital services easily accessible from mobile phones, tablets, laptops and assistive technologies like screen readers. 

Achieves the benefit of the continual security and functionality improvements that come with the continuing evolution of modern browsers and web technologies.
	Comply with the Apps and Infrastructure Design Authority’s (AIDA) browser standard, designing systems that support modern browsers on a range of device types. Move away from Internet Explorer 11.

Evidence for this should be provided via:

· Requirements
· Technical specifications
· User journeys
· Architecture
· Testing
· Operational support.

Browser support should be assessed by the Architecture Approval Group.



	3. Internet First
	All digital services should adopt internet standards and protocols including setting the default that services are available over the public Internet.
	When we adopt internet standards and protocols for our networks and digital services:

· We maximise the amount of technologies and digital services that will work for us and for those we care for
· We maximise the number of developers and software engineers that can help us transform health and care and meet the needs of our users
· We minimise what you need to learn to build software and digital services for health and care
· We maximise the amount of distributed data we can handle.

Our health and care system will never be a centralised service because it services the citizens of an entire nation, and so too should its infrastructure not be centralised. Appropriate access to our data from any part of the system – like you can access your email from anywhere, as long as you have the right passwords – is an important part of delivering care.
	Digital architectures must demonstrate that they are designed to use the Internet as the default way of accessing information. This has two contexts:

· Internet is preferable to non-digital interactions for most users (letter, phone)
· Public Internet is preferable to private networks.

This supports sustainability by enabling digital by default. 

This should be shown in architecture diagrams and assessed by the Architecture Approval Group.

	4. Public Cloud First
	Digital services should move to the public cloud unless there is a clear reason not to do so.  
	Cloud services provide many advantages for NHS Digital, including a reduction in the time to deploy infrastructure and a significant reduction in emissions. 
	Digital services should be delivered from the public cloud unless there is a reason not to do so, specifically:

· Service characteristics (availability, recover time objective, etc) that cannot be met by public cloud.
· Cyber or information governance that cannot be met by public cloud.

This should be reflected in architecture designs and assessed by the Architecture Approval Group.

	5. Build a data layer with registers and APIs
	Digital services should only store data once (usually where collected) and make it available via open APIs whilst maintaining privacy and security. 
	By storing data only once we reduce costs by removing requirements for data replication/propagation when data is changed and we ensure that each individual (patient or clinician) has visibility of the same record.

Through storing data once and making it available via APIs, it reduces the requirements for costly large databases of personal health and care data to deliver our services and meet our research aims - and smaller, dispersed datasets mean fewer large attractive targets for hackers.
	Implement architectures that reuse platforms and separate out disparate components. 

APIs should be made publicly available through an API management layer based upon open standards.

APIs should be included in the API catalogue  

APIs should also be consumed internally unless there is a good reason not to do so. 

Data access designs should be shown in architecture diagrams and assessed by the Architecture Approval Group.

	6. Adopt appropriate cyber security standards
	Services must adopt the appropriate cyber security standards subject to risk appetite, including keeping all software, networks and systems up to date​​.
	It is critical that we maintain public trust in how we hold, share and use data. 

We need to maintain a safe and secure data infrastructure that protects health and care services, patients and the public. The digital architecture of the health and care system needs to be underpinned by clear and commonly understood data and cyber security standards, mandated across the NHS, to ensure we are secure by default and that the penalties for data breaches are effective in protecting patients’ privacy.
	Digital Services must demonstrate conformance to cyber security best practice during design, development, operation and maintenance phases as specified by:

· Cyber Design Authority (CDA)
· National Cyber Security Centre
· Vendor best practice

This should be shown through a statement of conformance to security standards and through non-functional testing. Since cyber security standards change, conformance will need to be regularly assessed and maintained through the lifecycle of the service. 

	7. Use Platforms
	Digital services should build upon existing platforms to deliver their services. 
	New digital services should reuse common infrastructure (platforms) and services rather than create their own. This will reduce architecture debt (duplication of digital services and use of non-strategic technologies) which saves money and time for development.



	This should be shown in architecture diagrams and assessed by the Architecture Approval Group.

The Platforms and Infrastructure Board will oversee the development of future platforms.

The EA team will monitor the Digital services portfolio to inform the use of platforms in future releases.

	8. Ask what the user need is
	Every service must be designed around user needs, whether the needs of the public, clinicians or other staff.

Services designed around users and their needs:

· are more likely to be used
· help more people get the right outcome for them – and so achieve their intent
· cost less to operate by reducing time and money spent on resolving problems.
	This is best practice in the development of digital services.

Inclusivity is a legal requirement, e.g. the Equalities Act.

The NHS Long Term Plan specifies the need to improve healthcare offerings for excluded groups, e.g. patients with learning disabilities & homeless.
	Digital Services should:
· Comply with all legal requirements, especially around website accessibility
· Undertake user needs analysis as part of the design process
· Ensure UX design principles are followed
· Demonstrate that the architecture supports a range of user interactions, e.g. digital, paper, phone.

This can be demonstrated through documented user journeys.

Digital services should be developed with progressive enhancement; this will ensure:

· Services are more resilient
· The service’s most basic functionality will work and meet the core needs of its users
· Improved accessibility by encouraging best practices like writing semantic mark-up
· Users with device or connectivity limitations can use the service.

	9. Interoperability with open data and technology standards
	Digital services should adopt open data and technology standards.
	Open standards permit interoperability between different regions and systems but they also, crucially, permit a modular approach to IT in the NHS, where tools can be replaced with better alternatives as vendors develop better products. This, in turn, will help produce market conditions that drive innovation, in an ecosystem where developers and vendors continuously compete on quality to fill each niche, rather than capturing users.
	Digital services should demonstrate conformance to best practice during design, development, operation and maintenance phases as specified by Design Authorities.

· 

	10. Reuse before Buy/Build
	Digital services should demonstrate that they have sought to reuse existing solutions before delivering new ones.



Where it is not possible to reuse an existing solution, off-the-shelf (commercial or open source) products should be considered. For open source products there should be an appropriate level of contractual support provided.

Only having ruled out the former two options should a new solution be built, either in-house or through third parties.
	Cost and time to market. 

Sustainability and reduction of carbon footprint.


	Conformance with approved Technologies List, owned and managed by AIDA.

Use of platforms.

Evaluation of business case by technical and enterprise architecture. 

Assessment of high-level solution architecture and risk log by Architecture Approval Group.




Glossary
	Term
	Definition

	Architect 


	A member of staff undertaking the definition of enterprise, solution, business, application, data, security or technical architecture. The staff member may be part of the host organisation or working under contract of a supplier. 

	Architecture Approval Group
	Each organisation will operate an architecture approval group. These groups provide architectural governance by ensuring that all developments and activities align to published policies, principles, patterns and standards. For NHS Digital, the Technical Review & Governance Group (TRG) fulfils the architecture approval role, on behalf of the Live Services Board. 

	Apps and Infrastructure Design Authority (AIDA)
	AIDA is a subgroup of the Enterprise Architecture Board (EAB) and sets policies, standards and principles on behalf of the EAB in the applications and infrastructure domain.

	Application Program Interface (API)
	Application Program Interface, a software intermediary that allows 2 applications to talk to each other. 

	Business Interoperability Design Authority (BIDA)
	BIDA is a subgroup of the the Enterprise Architecture Board (EAB) and sets policies, standards and principles on behalf of the EAB in the business and Interoperability domain.

	Clinical Commissioning Group (CCG)
	Clinical Commissioning Group, which commission most of the hospital and community NHS services in the local areas for which they are responsible.

	Cyber Design Authority (CDA)
	CDA is a sub-group of, the Enterprise Architecture Board (EAB) and sets policies, standards and principles on behalf of the EAB for Cyber Security.

	Data Design Authority (DDA)
	DDA is a sub-group of, the Enterprise Architecture Board (EAB) and sets policies, standards and principles on behalf of the EAB in the data domain.

	National Cyber Security Centre
	A team in NHS Digital that supports increasingly digitised health and care organisations to manage cyber risk. This enables the safe and secure use of data and technology to deliver improved patient care.

	non-functional requirements 
	A requirement that specifies the quality of a software system. They judge on behaviours such as responsiveness, usability, security, portability and are critical to the success of the architecture.

	EA Team
	Internal NHS Digital Enterprise Architecture Team, forming part of the NHS Digital Architecture function. 

	Platforms and Infrastructure Board
	The Platforms and Infrastructure (P&I) Approval Board – an internal NHS Digital body which provides the governance to support the Public Cloud and Co-Location Policy​ which operates across NHS Digital.

	Technical Review and Governance (TRG) 
	NHS Digital’s internal Architecture Approval Group responsible for the technical review and governance of all NHS Digital projects throughout the delivery lifecycle.
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