O365 migration
template data protection impact assessment (DPIA)

Background

[bookmark: _gjdgxs]A data protection impact assessment (DPIA) will help you to identify and mitigate potential data protection risks to an acceptable level before using or sharing (processing) data that identifies individuals (personal data). 

A DPIA will also help you meet a number of data protection legal requirements including:
· Data protection by design - privacy and data protection issues must be considered at the start, or in the design phase, of a new system, product or process, then continuously while it exists.
· Accountability - your organisation is responsible for showing how it complies with data protection laws.
· Transparency - personal data must be used and shared in a transparent way. 
· Security - adequate measures need to be in place to protect data. This can range from policies and procedures to technical security measures such as encryption of data.

DPIAs are mandatory when there is a high risk to individuals, such as when using the health and care data of a large number of people. However, health and care organisations are strongly advised to complete a DPIA when using and sharing personal data in a new or substantially changed way. 

A DPIA involves a risk assessment. If a high-level risk remains after applying mitigations, then you must consult with the Information Commissioner’s Office (ICO) for further advice before starting to collect, use or share the data.

A DPIA is a live document - you must update it if there are any changes to:
· the purpose - why you are proposing to use or share personal data
· the manner - how you will use or share the data
· who is involved - the organisations using and sharing personal data 

[bookmark: _tyjcwt]This is a template DPIA for health and care organisations transferring data to a new Microsoft Office 365 system. We encourage organisations to adopt it. The template is written so that it is easy to use without needing expertise in data protection. It is the responsibility of the organisation which is deciding on why and how the data is being used and shared (known as the controller), to ensure that the DPIA is completed appropriately. 

This template has been drafted to be project-neutral, so it does not include any specific information about the NHS.net Connect tenant and its features. If your organisation is using the NHS.net Connect tenant, you should insert additional information related to NHS.net Connect governance and security features where applicable

Text in [square brackets and green highlight] is guidance only and should be removed for the final version.

Text in yellow highlight is sample wording and should be edited according to your local circumstances.  
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[bookmark: _Toc190185365]Data protection impact assessment (DPIA) 

	Data protection impact assessment (DPIA) title:

	O356 migration to [new storage system / tenant]

	DPIA reference number:

	[delete this row if not applicable]

	[Please provide any other reference numbers as needed]

	





[bookmark: _Toc190185366]SECTION 1 – Screening questions 

1. Do you need to do a DPIA? 

We are transferring all data held within Microsoft Office 365 (O365) services on [origin storage system / tenant] such as Outlook, Teams, SharePoint and OneDrive to [new storage system / tenant]. A DPIA is needed for the following reasons:

· The migration represents a large transfer of data, which means that large numbers of people could potentially be affected if the migration process is not safe and compliant. 
· Services on our local tenant are used by all staff in our organisation to support our provision of health and care services. This means that the data necessarily includes identifiable health and care data, which is sensitive information (or special category data under UK GDPR).

a. [bookmark: Page03_Section01a]Summary of how data will be used and shared

Data held on [origin storage system / tenant] will be copied and migrated to the [new storage system / tenant] using [insert method].

[Your migration method may be a manual process of copying files to the new location, but is more likely to involve a software tool if you are moving large quantities of data.]

This DPIA only covers the migration of data in our organisation.  The purposes for which we otherwise process the personal data being migrated are not amended or affected by this migration activity.   Accordingly, data being migrated is already, and will continue, to be processed for wider purposes associated with our provision of health and care services on the basis detailed in our existing service specific DPIAs and transparency information.

b. [bookmark: Page03_Section01b]Description of the data 

	☒	Personal data 
See [your organisation] information assets and flows register (IAFR) for the most up to date inventory of assets stored in [origin storage system / tenant]: [link your IAFR]

This may include personal data belonging to staff members, patients and service users in the following locations (not an exhaustive list, see IAFR for full list):

· Reports and letters relating to individuals’ care
· Spreadsheets or Power BI dashboards created for care and audit purposes 
· HR, personnel or management records stored on SharePoint or OneDrive
· complaint records stored on SharePoint
· emails and chat records stored in Outlook and Teams
· NHS Directory and metadata
· authentication data stored in Microsoft Entra ID to support multi-factor authentication (MFA) and self-service password reset functions
· [list other significant information assets containing personal data]


	☒	Pseudonymised data:
See [your organisation] IAFR for the most up to date inventory of assets stored in [origin storage system / tenant]: [link your IAFR]

This may include the following pseudonymised data (not an exhaustive list, see IAFR for full list): 

· pseudonymised research records stored in SharePoint
· pseudonymised population health data stored in Power BI
· [list other significant information assets containing pseudonymised data]

	☒	Anonymous data
See [your organisation] IAFR for the most up to date inventory of assets stored in [origin storage system / tenant]: [link your IAFR]

This may include the following anonymous data (not an exhaustive list, see IAFR for full list): 

· waiting list trend and statistic data stored on SharePoint and Power BI
· staffing statistic data stored on SharePoint and OneDrive
· [list other significant information assets containing anonymous data]



[bookmark: _Toc190185367]SECTION 2 – Why do you need the data? 

2. [bookmark: Page07_Section02_Question02]What are the purposes for using or sharing the data? 

The purpose is to migrate the data held on [origin storage system / tenant] to [new storage system / tenant].  

3. What are the benefits of using or sharing the data? 

[Some common benefits of moving to a new storage system / tenant are given below.]

Easier collaboration - The movement to [new storage system / tenant] will enhance staff collaboration within our organisation and increase efficiency in activities with other organisations.

Improved user experience – User-centred enhancements include [insert features that improve the overall user experience for those on the new storage system / tenant].

Enhanced security & confidence – Security enhancements include [insert security features of new storage system / tenant]. 

[add any additional benefits that will result in this changed use of data. This is likely to be detailed in the business case associated with the migration project.]

[bookmark: _Toc190185368]SECTION 3 – What data do you want to use or share? 

4. Can you use anonymous data for your purposes? If not, explain why.

	☒
	No 



The purpose of the migration is to ensure an exact copy of the source data is copied over in full. This means that it would not be possible to alter the data to anonymise it. 

5. [bookmark: Page06_Section03_Question05]Which types of personal data do you need to use and why? 

[The below is an assumption based on the types of documents and messages on a typical NHS organisation’s Microsoft Office 365 storage system / tenant. You need to check that the below is true for your storage system / tenant.]

	☒	Forename
	☒	Physical description, for example height
	☒	Photograph / picture of people

	☒	Surname
	☒	Phone number
	☒
☒
☐

	Location data e.g.
· IP address
· Other [please state]

	☒	Address
	☒	Email address
	☒	Audio recordings

	☒	Postcode full
	☒	GP details
	☒	Video recordings

	☐	Postcode partial
	☒

	Legal representative name (personal representative)
	☐	Other [please state]

	☒	Date of birth
	☒	NHS number
	☐	None

	☒	Age
	☒

	National insurance number
	
	

	☒	Gender
	☐

	Other numerical identifier [please state]
	
	



The types of personal data selected above, although not exhaustive, would be included in the dataset for content stored within services on our [origin storage system / tenant] i.e. O365 applications including Outlook, Teams, SharePoint, OneDrive, etc. given that users generate files related to:

· management of our staff members
· management of our information, technology and infrastructure
· health and care consultations and treatment
· communications to people who use our services
· queries and complaints about our services

The presence of any personal data items within files and emails on [origin storage system / tenant] are a decision of each user within the constraints of our organisation’s statutory function of providing health and care services.

6. Data protection laws mean that some data is considered particularly sensitive. This is called special category data. Data that relates to criminal offences is also considered particularly sensitive. Which types of sensitive data do you need to use or share? 

[The below is an assumption based on the types of documents and messages on a typical NHS organisation’s O365 storage system / tenant. You need to check that the below is true for your O365 storage system / tenant.]

	Type of data 

	Reason why this is needed (leave blank if not applicable) [be specific where possible, for example diagnostic data, care plans, medication details, test results, vitals readings are needed in order to…]

	☒	Information relating to an individual’s physical or mental health or condition, for example information from health and care records  

	[Consider what health and care information may be stored on your O365 storage system / tenant and why, for example (delete/add as appropriate):]
All data on [origin storage system / tenant] is required to be copied over in its original format. This includes:
· employee sick notes detailing health information stored in managers OneDrive
· health and care information about individuals received by email and stored in Outlook 
· reports, emails or letters regarding care consultations 
· spreadsheets and power BI dashboards which include details of individuals’ health conditions 
· [list others]


	☒	Biometric information in order to uniquely identify an individual, for example facial recognition  

	[Consider what biometric information may be stored on your O365 storage system / tenant and why, for example (delete/add as appropriate):]
All data on [origin storage system / tenant] is required to be copied over in its original format. This includes:
· employee face scans and thumb prints for MS logins
· [list others]


	☒	Genetic data, for example details about a DNA sample taken as part of a genetic clinical service

	[Consider what genetic information may be stored on your O365 storage system / tenant and why, for example (delete/add as appropriate):]
All data on [origin storage system / tenant] is required to be copied over in its original format. This includes:
· genetic information about patients for research 
· reports, emails or letters regarding care consultations relating to sexual matters
· spreadsheets and power BI dashboards which include details of individuals’ genetic data
· [list others]


	☒	Information relating to an individual’s sexual life or sexual orientation

	[Consider what sex life/sexual orientation information may be stored on your O365 storage system / tenant and why, for example (delete/add as appropriate):]
All data on [origin storage system / tenant] is required to be copied over in its original format. This includes:
· equality diversity and inclusion (EDI) survey results, stored in Microsoft Forms and in SharePoint 
· employees’ membership to staff networks which may infer sexual orientation, stored in Outlook mailing lists or on Yammer networks
· reports, emails or letters regarding care consultations relating to sexual life or sexual orientation
· spreadsheets and power BI dashboards which include details of individuals’ sexual life or sexual orientation
· [list others]


	☒

	Racial or ethnic origin

	[Consider what information about racial or ethnic origin may be stored on your O365 storage system / tenant and why, for example (delete/add as appropriate):]
All data on [origin storage system / tenant] is required to be copied over in its original format. This includes:
· EDI survey results, stored in Microsoft Forms and in SharePoint
· employees’ membership to staff networks which may infer racial or ethnic origin, stored in Outlook mailing lists or on Yammer networks 
· reports, emails or letters regarding care consultations which reveal individuals’ racial or ethnic origin
· spreadsheets and power BI dashboards which include details of individuals’ racial or ethnic origin
· [list others]


	☒

	Political opinions

	[Consider what information about political opinions may be stored on your O365 storage system / tenant and why, for example (delete/add as appropriate):]
All data on [origin storage system / tenant] is required to be copied over in its original format. This includes:
· where employees have shared their political opinions over Microsoft Teams, Outlook or Yammer with colleagues
· [list others]


	☒

	Religious or philosophical beliefs

	[Consider what information about racial or ethnic origin may be stored on your O365 storage system / tenant and why, for example (delete/add as appropriate):]
All data on [origin storage system / tenant] is required to be copied over in its original format. This includes:
· information stored in HR records held on SharePoint 
· EDI survey results, stored in Microsoft forms and in SharePoint
· employees’ membership to staff networks which may infer religious or philosophical beliefs, stored in Outlook mailing lists or on Yammer networks
· reports, emails or letters regarding care consultations which reveal individuals’ religious or philosophical beliefs
· spreadsheets and power BI dashboards which include details of individuals’ religious or philosophical beliefs
· [list others]


	☒	Trade union membership

	[Consider what information about trade union membership may be stored on your O365 storage system / tenant and why, for example (delete/add as appropriate):]
All data on [origin storage system / tenant] is required to be copied over in its original format. This includes:
· emails such as union newsletters and exchanges between union members stored on Outlook 
· union representatives' records of members and meetings held in SharePoint 
· [list others]


	☒	Information relating to criminal or suspected criminal offences

	[Consider what information about criminal offences may be stored on your O365 storage system / tenant and why, for example (delete/add as appropriate):]
All data on [origin storage system / tenant] is required to be copied over in its original format. This includes:
· emails where a member of staff is reporting a matter to the police, stored in Outlook
· HR files including criminal records of employees 
· reports, emails or letters regarding care consultations which reveal information relating to criminal or suspected criminal offences
· [list others]




7. Who are the individuals that can be identified from the data?

[The below is an assumption based on the types of documents and messages on a typical NHS organisation’s O365 storage system / tenant. You need to check that the below is true for your data migration.]

	☒	Patients or service users


	☒	Carers


	☒	Staff


	☒	Wider workforce


	☒	Visitors


	☒	Members of the public


	☒	Other - there may be other types of individuals, please refer to the IAFR for the most up to date record




8. Where will your data come from? 

The data will come from [origin storage system / tenant].

9. Will you be linking any data together? 

[bookmark: Page10_Section04][Put an ☒ next to the one that applies.]

	☐	Yes [provide an explanation below and then go to question 9a]


	☐	No [skip to question 10]


	☐	Unsure [try to provide an explanation of what you think then go to question 9a]



[If you are migrating O365 data from a single origin storage system / tenant to a new location, you are not linking data. If data is being migrated from two separate O365 storage systems / tenants into one new combined location, then data is being linked.] 

a. [bookmark: Page08_Section03_Question09a]Will it become possible, as a result of linking data, to be able to identify individuals who were not already identifiable from the original dataset?  
	
[Information asset owners will need to consider whether any data that has been pseudonymised or anonymised will be linked as a result of this migration. They must then make an assessment of whether this may lead to data becoming identifiable, and take steps to either ensure there is a lawful basis for this reidentification, or take steps to ensure that the data is not reidentified.

Put an ☒ next to the one that applies.]

	☐	Yes [provide details below]


	☐	No


	☐	Unsure [try to provide details below]




[Standalone datasets may not be identifiable when all identifiers, such as NHS number, are replaced with a code. However, if you link the dataset with other data, it could become identifiable data. For example, if once linked, you could look up which code is associated with which NHS number. You will need to factor this in when you complete section 5.]

[bookmark: _Toc190185369]SECTION 4 – Where will data flow? 

10. [bookmark: Page10_Section04_Question10] Describe the flows of data.

[Describe the path the data takes or provide a flow map showing how the data travels from the origin storage system / tenant, to the new storage system / tenant. The technical staff performing the transfer should be able to provide a diagram or explain where the data will go at each stage of the process, and how this is done. It must be clear who will be able to access the data and whether it will be identifiable. A typical simplified example is provided below.]

Data is initially held in [origin storage system / tenant]. A copy of the data is created and transferred into [temporary midpoint storage]. The data is then transferred from [temporary midpoint storage] to [new storage system / tenant]. 

11. Confirm that your organisation’s information asset register (IAR), record of processing activities (ROPA) or your combined information assets and flows register (IAFR) has been updated with the flows described above.

[There should not be a change to the data flows in your ROPA or IAFR for the migration.]

	☒	No – not required as the transfer is a one off data flow



12. [bookmark: Page12_Section05]Will any data be shared outside of the UK? 

[The technical staff performing the transfer should be able to confirm this. For example, the data may pass through a server outside of the UK.

Put an ☒ next to the one that applies.]

	☐	Yes [go to question 12a]

	☐	No [skip to question 13]

	☐	Unsure [add as a risk in section 10 with an action to find out then skip to question 13]



a. [bookmark: Page10_Section04_Question12a]If yes, give details, including any safeguards or measures put in place to protect the data whilst outside of the UK

[An example of a safeguard is an up to date international data transfer agreement (IDTA). This should be included in your contract with the overseas organisation. For countries without UK adequacy in place, further checks on the organisation must be made before providing them access to data to ensure the data will be handled appropriately.] 

[bookmark: _Toc190185370]SECTION 5 – Is the intended use of the data lawful? 

13. [bookmark: Page12_Section05_Question13]Under Article 6 of the UK General Data Protection Regulation (UK GDPR) what is your lawful basis for processing personal data? 

[The most likely Article 6 bases to apply to an O365 migration have been suggested below. It is up to you to choose the most appropriate basis, seeking advice from your local IG team.]

	☐	(e) We need it to perform a public task [this will be applicable for organisations who use public task as their basis for delivering their business-as-usual health and care services, such as NHS trusts and GP practices] 

	☐	(f) We have a legitimate interest [this will be applicable for organisations who use legitimate interests as their basis for delivering their business-as-usual health and care services, such as private health and care organisations]



14. [bookmark: Page12_Section05_Question14]If you have indicated in question 6 that you are using special category data, what is your lawful basis under Article 9 of the UK GDPR? 

[The most likely Article 9 basis to apply to a data migration has been suggested below.]


	☒	(h) We need it to comply with our legal obligations to provide or manage health or social care services The relevant basis in UK law is set out in Schedule 1 condition 2 of the Data Protection Act 2018



15. [bookmark: Page13_Section05_Question15]What is your legal basis for using and sharing this health and care data under the common law duty of confidentiality?
	
[The common law duty of confidentiality says that health and care information about a person cannot be disclosed without that person’s consent. Implied consent can be used when sharing relevant information with those who are directly involved in providing care to an individual. Explicit consent is normally required for purposes beyond individual care unless one of the other conditions set out below applies, for example you have section 251 support.] 

[Put an ☒ next to the one that applies.]

	☐
	Implied consent [for individual care or local clinical or care audits. Skip to question 16]

	☐
	Explicit consent [a very clear and specific statement of consent. Go to question 15a]

	☐
	Section 251 support [this means you have support from the Secretary of State for Health and Care or the HRA following an application to the Confidentiality Advisory Group (CAG). CAG must be satisfied that it isn’t possible or practical to seek consent. Go to question 15a]

	☐
	Legal requirement [this includes where NHS England has directed an organisation to share the data using its legal powers. State the legal requirement in the further information section. Go to question 15a]

	☐
	Overriding public interest [for example to prevent or detect a serious crime or to prevent serious harm to another person. The justification to disclose must be balanced against the public interest in maintaining public confidence in health and care services. Routine use of this is extremely rare in health and care, as it usually applies to individual cases where decisions are made to share data. Go to question 15a]

	☐
	Not applicable - the common law duty of confidentiality is not applicable to the migration as there is no use or sharing of confidential information necessary to undertake the migration.  



[If you state ‘not applicable’ you should ensure that internal and external staff involved in migrating the data, who do not already have a legitimate relationship with patients and service users, cannot access the data so that there is no disclosure of confidential information as a result of the migration. If data migration staff can access the data, you would need to satisfy common law.]

a. [bookmark: Page14_Section05_Question15a]Please provide further information or evidence.

[If you ticked anything other than “Not applicable” above, provide evidence of your method of satisfying common law given in question 15]


· A record of the explicit consent is stored in ….

· The CAG reference number is… 

[for research the DPIA should cover multiple projects, so signpost to the sponsor’s list of research projects with relevant CAG reference numbers]

· The legal requirement is…

[for example directed by NHS England under the Health and Social Care Act 2012]

· The overriding public interest justification we are relying upon is…

[bookmark: _Toc190185371]SECTION 6 – How are you keeping the data secure?

16. [bookmark: Page15_Section06_Question16]Are you collecting information?

	☒
	No 



17. [bookmark: Page15_Section06_Question17]Are you storing information?
[bookmark: Page15_Section06_Question18]
	☐
	Yes [select this option if there will be a temporary storage of the data to be transferred]

	☐
	No [select this option if the data will be directly transferred to the new location. The storage in the new location will need to be covered in a separate DPIA]



a. [bookmark: Page15_Section06_Question17a]How will information be stored?
	
	Storage location
	Details (leave blank if not applicable)

	☐
	Cloud storage
	[if data is copied to a temporary midpoint storage solution as part of the data migration, provide details of the temporary midpoint storage solution here, including whether the storage is operated by your organisation or a third party]

	☐
	Other
	[Provide details here if the temporary midpoint storage is not cloud-based]



18. Are you transferring information?

	☒
	Yes 



a. [bookmark: Page15_Section06_Question18a]How will information be transferred?

[Provide an explanation of how the data migration will occur. The technical staff performing the transfer will be able to provide this. For example, how the software tool will access data on your origin storage system / tenant, make a copy of it, then transfer it to the new location.]

19. [bookmark: Page16_Section06_Question19]How will you ensure that information is safe and secure?

[You should have measures in place to ensure the security of the data as it travels from the origin storage system / tenant to the new location. If your data migration involves the use of a third-party software tool or third-party storage solutions, the supplier should provide information on what features are in place to ensure the security of the data in transit.]
[bookmark: _Hlk198048801]
	[Put an ☒ next to all that apply.]

	Security measure
	Details (leave blank if not applicable)

	☒
	Encryption
	[specify the level of encryption, for the transfer of data and for any temporary storage locations if relevant]

	☒
	Password protection
	[provide details of measures to confirm staff identities before allowing access to or permissions related to any data as part of the migration process]

	☒
	Role based access controls (RBAC)
	[where users only have access to the data held digitally which is needed for their role (this includes setting folder permissions)]

	☐
	Restricted physical access
	[where access to personal data is restricted to a small number of people, such as access cards or keys to a restricted area]

	☒
	Business continuity plans
	[add details of how you will ensure the transfer will not or only minimally disrupt day to day business]

	☒
	Security policies
	[embed these]

	☒
	Access restriction
	[add details for any measures in place like restricted technical access so that migration staff cannot see the raw data being transferred]



20. [bookmark: _Toc190185372]How will you ensure the information will not be used for any other purposes beyond those set out in question 2?

[bookmark: _Hlk198049399][The measures below should be considered in relation to any processors involved in the data migration, as well as third party suppliers whose tools and technology will facilitate the process.]

[Put an ☒ next to all that apply and provide details.]

	Security measure
	Details (leave blank if not applicable)

	☒
	Contract
	[if you are using a supplier to transfer your data, this must be covered by a legally binding contract]

	☒
	Data processing agreement
	[if you are using a supplier to transfer your data, you must have a legally binding instruction to cover the processing. Such an agreement sets out the arrangements between a controller and processor and is legally binding. This may be part of a contract or separate. You do not need a separate agreement if the arrangements have already been fully set out in a contract]

	☐
	Data sharing agreement
	[this sets out the arrangements for sharing data between the organisations involved – it may or may not be legally binding depending on the content. This is unlikely to be needed for the data migration as a contract, data processing agreement or data sharing and processing agreement (DPSA) are more likely to be appropriate]

	☒
	Data sharing and processing agreement (DSPA)
	[this is the NHSE template document which may be adapted for use as a “data processing agreement” or “data sharing agreement”. This can be linked to a contract but is not required if the instructions to the supplier transferring the data are already covered in a contract or data processing agreement]

	☒
	Audit
	[if access to identifiable data is permitted as part of the migration process, provide details of how any access is recorded, along with monitoring of the audit trail. For example, the audit trail may be reviewed at regular intervals, or there may be certain activities that generate alerts for investigation]

	☐
	Staff training
	

	☐
	Other 
	[please state]



SECTION 7 – How long are you keeping the data and what will happen to it after that time?

21. How long are you planning to use the data for? 

We intend to start migrating the data on [insert date] and plan to finish on [insert date].

22. How long do you intend to keep the data?  	

	Data stored on [origin storage system / tenant]
	We will continue to store data on [origin storage system / tenant] until we are assured that the data has been successfully migrated. 

[Provide explanation of any features of data migration process which allow validation that data has been successfully migrated] 

We will also conduct our own checks locally, and advise end users to contact us with any issues uncovered after migrations.

We expect to have been through validation checks and resolved issues by [insert date], at which point we will cleanse the data on [origin storage system / tenant].


	Data stored in [temporary midpoint storage]
	Data stored in [temporary midpoint storage] is stored for a period of [insert time period] in case it is needed to troubleshoot issues with the migration. After [insert time period] it is deleted.




23. What will happen to the data at the end of this period? 

[For local organisations to complete in line with their records management policies. Put an ☒ next to all that apply.]

	Action
	Details (leave blank if not applicable)

	☒
	Secure destruction (for example by wiping hard drives with evidence of a certificate of destruction)
	[provide details of who will do this and how]


	☐
	Transfer to another organisation
	[provide details]

	☐
	Extension to retention period 
	[with approved justification]

	☐
	It will be anonymised and kept
	[provide details of how this will be done and by who]

	☒
	The controller [your organisation] will manage destruction of the data on [origin storage system / tenant] as it is held by them 
	We will securely destroy the source data by [add details]

See [signpost to your local version of “O365 storage in new location template DPIA”] for what happens to data on [new storage system / tenant]. 


	☐
	Other
	[please state]



[The Records Management Code of Practice provides detail about what happens once a retention period has been reached.]

[bookmark: _Toc190185373]SECTION 8 – How are people’s rights and choices being met? 

24. How will you comply with the following individual rights (where they apply)?

[The below has been filled out under the assumption that your privacy information accurately reflects the uses of information and lawful bases used for your current O365 storage system / tenant. You should check that the below information is true for your organisation.] 

	Individual right
	How you will comply (or state not applicable if the right does not apply)

	The right to be informed 
The right to be informed about the collection and use of personal data.
	








	We have assessed how we should inform individuals about the use of data for the migration to [new storage system / tenant]. We consider that information in our privacy notice linked below meets this obligation.

	
	☒
	Privacy notice(s) for all relevant organisations.

· [insert link to main privacy notice for your organisation]
· [insert links to other privacy notices if relevant] 

[check that the information below is true of your organisation’s privacy notice]

With regard to the migration, the recipients [insert any processors and third parties supplying software tools] are covered under the larger category of IT suppliers in our current privacy notice. Our purposes and bases under UK GDPR for migrating the data remain the same as for processing the data in the first place, i.e. [insert your legal basis for processing the information which is in your source system storage / tenant].


	
	☐
	Information leaflets

	
	☐
	Posters

	
	☐
	Letters

	
	☐
	Emails

	
	☐
	Texts


	
	☐
	Social media campaign


	
	☐
	DPIA published (best practice rather than requirement)

	
	☐
	Other

	
	☐
	Not applicable	

	The right of access
The right to access details of data use and receive a copy of their personal information - this is commonly referred to as a subject access request.  

	The O365 data being migrated is already held on [origin storage system / tenant], and the right of access will be unchanged from our process on the existing system.

	The right to rectification
The right to have inaccurate personal data rectified or completed if it is incomplete.

	The O365 data being migrated is already held on [origin storage system / tenant], and the right to rectification will be unchanged from our process on the existing system.

	The right to erasure 
The right to have personal data erased, if applicable.  

	The O365 data being migrated is already held on [origin storage system / tenant], and the right to erasure will be unchanged from our process on the existing system.


	The right to restrict processing 
The right to limit how their data is used, if applicable.

	The O365 data being migrated is already held on [origin storage system / tenant], and the right to restrict processing will be unchanged from our process on the existing system.

	The right to data portability 
The right to obtain and re-use their personal data, if applicable.

	The right to data portability does not apply in this circumstance as the legal basis is not consent nor for the performance of a contract with the data subject.


	The right to object
The right to object to the use and sharing of personal data, if applicable.

	The O365 data being migrated is already held on [origin storage system / tenant], and the right to object will be unchanged from our process on the existing system.



25. Will the national data opt-out need to be applied? 

	☒
	No 



The national data opt-out will not apply to the migration of the data, however any application associated with the wider purposes for which we process the data will remain unchanged.

[The national data opt-out applies to the use of confidential patient information for purposes beyond individual care, for planning and research. For any existing or new specific planning or research uses of the information held after the migration, you should complete a separate DPIA.]

26. Will any decisions be made in a purely automated way without any human involvement (automated decision making)?

	☒
	No 


[bookmark: Page22_Section08_Question27]
27. Detail any stakeholder consultation that has taken place (if applicable). 

[It is unlikely that stakeholder consultation will be undertaken with partner organisations or the public for a project of this nature which does not change your purpose or lawful basis for processing information. However, if you have engaged stakeholders, provide any relevant details here.] 

[bookmark: _Toc190185374]SECTION 9 – Which organisations are involved? 

28. [bookmark: Page23_Section09_Question28]List the organisation(s) that will decide why and how the data is being used and shared (controllers).  

[add your organisation’s name, along with any joint controllers]

[The organisation(s) listed here will be making the decisions for example:
· to transfer the data in the first place
· what data is being transferred
· what it is being transferred for 

The organisation(s) will also be likely to have a direct relationship with those whose data is being transferred, for example patients, service users or employees. 

There may be more than one organisation listed here. In some instances, organisations may be joint controllers. For example, this may apply where you and another organisation are undertaking a project together and moving to a shared O365 storage system / tenant.]

29. [bookmark: Page23_Section09_Question29]List the organisation(s) that are being instructed to use or share the data (processors).

[This is likely to be any third parties involved in the migration process, including third parties providing cloud services and software tools who you contract with directly. The only scenario in which there will be no processors is if you are entirely managing the data migration in-house as a manual process.  Review any processor’s role alongside Q15 re common law duty of confidentiality.

Where processors are not being used, state not applicable.]

30. [bookmark: Page23_Section09_Question30]List any organisations that have been subcontracted by your processor to handle data

[Check with any processors involved in the migration process whether they subcontract any of the processing to another organisation, such as their own use of cloud services and software tools.]

31. Explain the relationship between the organisations set out in questions 28, 29 and 30 and what activities they do

[Describe here how it has been agreed that the organisations (controllers, processors and sub-processors) will work together. For example:

· Controller A (our organisation) has instructed Processor B (the developer) to provide the tool. Processor B sub-contracts the hosting of the data to sub-processor C (cloud services provider); or 
· Controllers A, B and C (three hospital trust partners, as separate legal entities working jointly together to maximise resource) are controllers of their own data, which is shared between them. They all use processor D’s tool (the developer’s tool)]

32. What due diligence measures and checks have been carried out on any processors used? 

[bookmark: Page25_Section10][For each organisation involved in the O365 migration, including any sub-processors, state their name and the measures and checks that apply to them.]

	Due diligence measures
	Details (leave blank if not applicable)

	☒
	Data Security and Protection Toolkit (DSPT) compliance
	[applicable to all organisations that have access to NHS data and systems. Use the organisation search to check the latest DSPT score for any organisation required to complete DSPT

If the tool will not be processing any health and care data, it may not be necessary for the provider to complete a DSPT submission. It may also not be necessary if the tool is integrated into your organisation’s system and the supplier has no access to the data]

	☒
	Registered with the Information Commissioner’s Office (ICO)
	[any organisation using and sharing data should be registered - add the   registration number]

	☐
	Digital Technology Assessment Criteria (DTAC) assessment
	[this will not apply as data migration would not be considered a health technology]

	☐
	Stated accreditations
	[for example, ISO accreditation]


	☒
	Cyber Essentials or any other cyber security certification
	[you can check the National Cyber Security Centre’s list of organisations that have this]

	☐
	Other checks
	[please state]




[bookmark: _Toc190185375]SECTION 10 – What data protection risks are there and what mitigations will you put in place? 

33. Complete the risk assessment table. Use the risk scoring table to decide on the risk score.

[Some examples have been added below. These should be amended and added according to your local set up.

This should include:
· Confidentiality risks - for example unauthorised or accidental disclosure of or access to personal data.
· Integrity risks - for example unauthorised or accidental alteration of personal data. Consider also how you will ensure data is accurate and up to date.
· Availability risks - for example unauthorised or accidental loss of access to, or destruction of personal data.

You must consider risks at each stage, for example when data is being transferred, when it is stored and when it is no longer needed.

Consider whether there are any responses to questions in this DPIA that are either inconclusive or insufficient.]

[bookmark: Page26_Riskassessmenttable]Risk assessment table

	Risk ref no.
	Description
	Risk score* (L x I)
	Mitigations
	Risk score* with mitigations applied

	01
	Data may not be properly migrated, leading to availability and integrity risks such as data loss and file corruption when our organisation transfers to [new storage system / tenant] if files / emails are not available.
	
	Test migration
A test migration will be performed on a small sample of synthetic data which will be migrated from the local environment to the target environment. We will validate that data has been copied accurately for the test migration before the full migration.

Fallback mechanisms
Following the delta migration, if any issues are identified relating to availability or integrity of data, we will have fallback mechanisms in place and troubleshoot the issues. We will remain open to the possibility of re-running the migration if multiple users and sites are affected.

Ensure availability of staff
We will plan for appropriate members of staff to be available at critical times of migrations, to ensure that issues can be remediated.

Post migration validation
We will continue to hold data in [origin storage system / tenant], until we are assured that the migration has been performed successfully.

Technical controls
[Insert software tool] validates each file which is copied from source to target to ensure its integrity. Reports are produced which outline errors, warnings and a status update which can be discussed with [your organisation] and problems remediated where required. 

	

	02
	If files are changed within O365 services on [origin software system / tenant] during the weekend of the migration cut over, changes made to the files may not be reflected in the data migrated to the target environment.
	
	Communications will be distributed to staff members ahead of the migration to ensure they have awareness of this risk, and that they need to make suitable arrangements for continuing operations. 
	

	03
	Following the migration, there is a risk of people making changes to files stored on the superseded [origin storage system / tenant], leading to an accuracy breach.
	
	Files on [origin storage system / tenant] will be made read-only by [your organisation or the processor]. 
	

	04
	Copies of the migrated data need to be held in two separate locations until we are assured that the migration has been performed successfully, leading to a risk of the storage limitation principle being breached.
	
	We will establish a realistic timeline for post-migration validation, during which we can justify holding duplicate copies of the data. Following the termination of the post-migration validation period, we will cleanse data from locations where it is no longer needed.
	

	04
	Risk that access permissions are not correctly applied in the new environment leading to confidentiality and availability breaches.
	
	After the migration, administrators will need to ensure that folders are locked down again with appropriate permissions. We will plan this action in advance so that access is restricted at the earliest opportunity. 
	

	05
	IAFR not up to date, which will impact our ability to fully understand the impact of availability issues.
	
	We will review and update the IAFR in advance of migration.

	

	06
	Risk of inappropriate access to data by the processor or sub-processor.
	
	Personal data is transferred from source to target environment utilising [temporary midpoint storage]. By default [temporary midpoint storage] is not accessible by [processor and sub-processor].

If an issue is encountered during migration, a support request would be raised to enable [processor and sub-processor] to access the necessary data to resolve the problem. This enables them to only access the debug logs and error reports related to the migration project. This process provides no access to the personal data stored within [temporary midpoint storage]. 

If there was a requirement for [processor and sub-processor] to access any data within [temporary midpoint storage], this would have to be requested by [processor and sub-processor] and approved by [your organisation]. 

	

	07
	Risk of data being migrated that is at the end of or beyond its recommended retention period.
	
	Files should be reviewed, appraised and disposed of where appropriate before the migration.

Given the nature of O365 sites and files which are managed by users, the review and appraisal will need to be performed by users ahead of the migration. We will send a notification giving staff members a time period of [insert time period] to manage their records ahead of the migration taking place.
	



[bookmark: Page26_Riskscoringtable]*Risk scoring table

	
	Impact (I)

	
	Negligible (1)
	Low 
(2)
	Moderate (3)
	Significant (4)
	Catastrophic (5)

	


Likelihood (L)
	Rare (1)

	1
	2
	3
	4
	5

	
	Unlikely (2)
	2
	4
	6
	8
	10

	
	Possible (3)
	3
	6
	9
	12
	15

	
	Likely (4)

	4
	8
	12
	16
	20

	
	Almost certain (5)
	5
	10
	15
	20
	25



34. Detail any actions needed to mitigate any risks, who has approved the action, who owns the action, when it is due and whether it is complete.

	Risk ref no.
	Action needed
	Action approver
	Action owner
	Due date
	Status e.g. outstanding/complete

	01
	Perform test migration
	
	Technical project lead
	Before live data migration
	

	02
	Develop staff communications plan
	
	Migration project lead
	Before live data migration
	

	05

	Review and update IAFR
	
	Information asset owners
	Before live data migration
	


[bookmark: Page27_Section11]

[bookmark: _Toc190185376]SECTION 11 – Review and sign-off 

[Ensure the relevant staff review or sign off the DPIA according to your governance structure. For example, this may be a more senior member of staff for higher risk processing. Add additional entries for multiple reviewers / approvers.]

	Reviewer sign-off

	Reviewer name:
	

	Reviewer job title: 

	[For example, Senior Information Risk Owner, Caldicott Guardian, Information Governance Lead, Information Asset Owner, IT lead, Data Protection Officer]

	Reviewer contact details:
	

	Date of review:
	

	Comments:
	

	Date for next review:
	



	Approver sign-off

	Approver name:
	

	Approver job title: 
	

	Approver contact details:
	

	Date of approval:
	

	Comments:
	




[bookmark: _Legislation_for_health]
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