Template communication for notifying an individual about a data breach following a cyber incident
This is a template letter/email that can be edited to inform patients, service users or members of staff in the event of a cyber incident, which has impacted data. 
The template is written in plain English to support understanding. It has been tested with patient representatives. When adding details about the specific incident you should check that this is also plain English.
Further guidance on how to handle data breaches is published on the NHS England Information Governance Portal.
Text in [square brackets and green highlight] is guidance only and should be removed before publishing.
Text in yellow highlight is sample wording and should be edited according to your local circumstances.























Template communication 

[Add individual’s name]
[Add individual’s address] 
[Add Date] 

Dear [Add recipient's name]
Data Breach Incident 
I am writing to let you know about a recent data breach incident at [add name of your organisation.] [Add a sentence explaining what services you provide if you are contracted to provide services].  
We are sorry to tell you that your personal information has/may have been included in this data breach.
Details of the incident
The data breach happened on [add date] and we found out about it on [add date if different to the date the incident happened.] This incident resulted in [add details of incident, for example access to our IT system by an attacker]. 
As soon as we found out about the breach, we took urgent steps to limit the impact and investigate it.  
Data which has/may have been impacted by the incident
The data which has/we believe at this time has been impacted is: [list the impacted data]
· your name
· your postal address
· your date of birth
· your email address
· your phone number
· your health and care information including:
[provide information about any health and care information that has been impacted for example ‘information about the medicines you are taking’]
· your bank account and sort code information
· [add any other personal information that has been impacted]
To help reassure you, the following information has not been affected by the incident:
· [list any information which has not been impacted which would be reassuring for individuals to know, for example your full health records]
Possible risks and how to protect yourself
We are taking steps to prevent any negative consequences for you. However sometimes breaches can still cause risks to people. 
Risks may include:
[Add/amend specific risks that may occur depending on the nature of the attack and any specific actions an individual can take to protect themselves] 
· being targeted by 'Phishing': this is when criminals use scam emails, text messages or phone calls to trick their victims into providing further information. The National Cyber Security Centre (NCSC) has guidance on how to spot and report these. [Add website in full if you are not sending an e-communication https://www.ncsc.gov.uk/collection/phishing-scams]
· being the victim of identity fraud, or ‘ID theft’. The Information Commissioner’s Office (ICO) has guidance on what to do if you think you have been a victim of identity fraud. [Add website in full if you are not sending an e-communication https://www.ico.org.uk/for-the-public/identity-theft]
· [if bank details are impacted] being the victim of financial fraud. You should alert your bank of the breach to help protect against this. 
The NCSC has cyber security guidance to help protect you and your family. [Add website in full if you are not sending an e-communication https://www.ncsc.gov.uk/section/information-for/you-your-family]
The ICO has guidance to support you if you are worried your information has been shared. [Add website in full if you are not sending an e-communication https://www.ico.org.uk/media2/migrated/4029960/ico-worried-information-shared.pdf]
Steps we have taken
We take the security and privacy of your data very seriously.  Please be assured that we have/the organisation that provides our IT services has taken urgent action to limit the effects of the breach.  
We/They have launched an investigation and informed the ICO/National Crime Agency/Action Fraud. 
We have also: 
[list any steps you have taken]
· restricted access to certain IT systems 
· increased monitoring of our IT systems
· reviewed and improved our security controls
· reviewed the training our staff take on keeping data secure and recommended more training for our staff where it is needed 
We also plan to: 
[list any steps you plan to take in future]
· update our policies and procedures, which explain to our staff how to work
· update our staff training 
· update our security controls
[If your mitigations will have any impact on the individual, for example they will not be able to access a booking system or they will have an appointment cancelled, please provide information here]
We are very sorry for any harm this breach may have caused you. Please know that we are doing everything in our power to resolve the situation and to keep your data secure in the future. 
We want to be open with you about how we manage your information and will keep you updated on this incident. [Add if further information may need to be communicated to individuals as the investigation continues].
Help and Support 
We understand that you may have questions or concerns about this incident. You can find out more information/contact us, [provide a helpline number/FAQs/online statement/email address etc]. 
The ICO has provided guidance on what to do if you are unhappy with how we have responded to your concerns. [Add website in full if you are not sending an e-communication https://www.ico.org.uk/for-the-public/i-m-worried-about-how-an-organisation-has-handled-my-information/]
If you wish to raise your concerns directly with the ICO, you can contact them on 0303 123 1113.

Yours 

[add name of responder]
