Information Governance (IG) Cyber Security Incident Checklist
Introduction
Cyber incidents can take many forms, such as denial of service, malware, ransomware or phishing attacks. Cyber incidents typically involve events that compromise the confidentiality, integrity, or availability of data, such as: 
· attempts to gain unauthorised access to a system or to data
· changes to a system’s firmware, software or hardware without the system owner’s consent
· malicious disruption or denial of service
[bookmark: _Int_IKpDF9iJ]This checklist sets out what organisations involved in a cyber incident need to consider to comply with your IG obligations in the event of a cyber security incident that involves (or is suspected to involve) a personal data breach. It is comprehensive but not exhaustive, for example unique actions for a specific incident that are not listed here will need to be assessed separately. Whilst it aligns with organisations’ responsibilities for incident management set out in the Data Security and Protection Toolkit (DSPT), it only covers the IG elements of responding to a specific cyber incident. 
For some incidents, you will not need to complete all the listed actions. The steps you will need to take will vary depending on the severity of the incident and your own local procedures and policies.  
The checklist has a column to list the owner of the action. The owner will vary depending on your controller and processor arrangement and the nature of the incident, so you should review the highlighted text and decide who is responsible for each action. Suppliers will also often have responsibilities both as a controller and a processor and can use this checklist. For example, where the impacted data includes both health and care data and the personal data relating to staff that work for the supplier.   
Helplines for cyber security incidents
You should contact the NHS data security helpline at the outset of a cyber security incident on 0300 303 5222 (available 24 hours per day).
Even if an incident is not expected to meet the Network and Information Systems (NIS) incident thresholds, or if it is unclear whether it will do so, seek support voluntarily from the NHS data security helpline as soon as practically possible so that the incident can be contained and further impacts on essential services mitigated. Where appropriate, the NHS Cyber Operations Centre will work with the National Cyber Security Centre to manage and resolve incidents. 
Further information about NIS incident reporting can be found in NHS England’s guidance on personal data breaches and related incidents.
GP practices are not currently in scope of the NIS reporting requirements. Data Protection Officers (DPOs) supporting GP practices can also call the NHS data security helpline above for support.
Additionally, if a cyber incident affects an organisation’s ability to deliver effective patient care, resulting in an NHS incident declaration under the NHS Emergency Preparedness, Resilience and Response (EPRR) Framework, standard EPRR escalation and alerting processes apply.

Further IG guidance
For more detailed guidance, please see guidance on personal data breaches. Adult social care organisations can also follow the Data Breach Guidance available as part of Better Security, Better Care.  
Further IG support around incident management and notifications is available from NHS England’s IG Policy Engagement team by submitting a query.

	Action
	Details
	Owner
(amend highlighted)
	Status - 
Not applicable
In progress 
Review by...
Complete
	Notes

	Immediate response

	Ensure that your incident response plan is activated and that an incident management team is established
	Activating the incident response plan may not be an action for you but you should ensure that it happens and your DPO (if that isn’t you) and Caldicott Guardian has been informed.

You should also ensure that if an incident management team is established, it involves the IG team/DPO. It may also include the following depending on the size of your organisation:
· legal
· IT
· communications personnel, including your regional communications team
· health and care leads
· your Integrated Care Board (ICB) for support where relevant 

 

	Processor/
Controller
	
	

	Check contracts and internal policies and procedures for provisions relevant to incident management 
	If possible, check relevant contracts to understand what was agreed in the event of a cyber incident. 
	Controller/ Processor 
	
	

	Notify other impacted organisations 
	Consider whether you need to notify third parties, for example where you are a joint controller or a processor you should immediately inform other impacted organisations. 

If you are a social care provider and have a contract with a local authority to provide care services, you should notify the local authority if individuals who are covered by the contract are potentially impacted. 

Where there are multiple impacted organisations, you may need to consider group notification or briefing sessions to share information quickly and consistently (also see maintaining communications section below). 

	Processor/
Controller
	`
	

	Ensure business continuity plans are activated
	Where services have been disrupted it may be necessary to invoke business continuity plans to mitigate any impacts on the service. Ensure that health and care colleagues are linked into this so that they can advise on impacts on care and take any associated actions.

	Processor/
Controller
	
	

	Ensure that documentation and forensic evidence is maintained
	Ensure that appropriate teams are maintaining documentation of all actions taken, this may include maintaining logs and retaining emails, as well as using naming conventions for emails and documents to ensure that these remain findable. 

It is also important to consider how to maintain forensic evidence of the cyber attack and ensure that appropriate teams are doing this, as sometimes this can be lost through the cyber mitigations, for example where systems are reset. You should discuss this with your IT or cyber teams.  

	Processor/
Controller
	
	

	Seek further support
	You should contact the NHS data security helpline at the outset of a cyber incident on 0300 303 5222 (available 24 hours per day).
You can also seek IG support from NHS England’s IG Policy Engagement team through their query form.

	Processor/
Controller
	
	

	Notify insurers 
	If necessary and appropriate, notify your cyber insurance provider of the incident. 

Some insurers will supply services that are useful during (or immediately after) a
cyber security incident, such as IT forensic services, legal assistance or public
relations support. They may put your organisation in touch with a Cyber Incident
Response (CIR) organisation or their own in-house cyber incident response team.

Further information on cyber insurance is available from the NCSC.

	Processor/
Controller
	
	

	Initial investigations and notifications


	Evaluate the initial scope and impact of the incident
	Undertake an initial assessment of the data and individuals impacted by the incident to determine the severity of any potential consequences on individuals. Ensure that the assessment process links in with health and care colleagues so that they can pick up any relevant actions, as there may be impacts on care, such as service availability. 

NHS England’s breach assessment grid supports you in deciding the severity of any incident using a risk score matrix.

	Processor/
Controller

	
	

	Classify data involved in the incident
	If possible, at this stage you should assess what categories of personal information are involved, based on the information available to you. 

Identify the likelihood of sensitive personal data being involved in the incident (for example health and care information, financial information) and assess the level of risk.

	Processor/
Controller

	
	

	Consider any immediate mitigating actions that may be needed

	Where risks are identified, consider whether there is any action you can take to mitigate these, linking in with the operational and technical response within your organisation as appropriate. See NHS England’s guidance on data breaches and mitigations.

	Processor/
Controller
	
	

	Report the incident via the Data Security Protection Toolkit (DSPT), within 72 hours where reporting thresholds are met
	Based on your initial assessment of the data impacted and the severity of the incident you should decide whether this needs reporting via the DSPT, which must be done within 72 hours of discovery. 

When reporting via the DSPT, if certain thresholds are met, the Information Commissioner’s Office (ICO) and/or Department for Health and Social Care (DHSC) will be notified.

	Controller
	
	

	Inform regulators 
	You should consider whether to notify regulators, for example social care providers should notify the Care Quality Commission (CQC) where there is a direct threat to the health and safety of people using their services. 

	Controller

	
	

	Inform any other parties
	If the incident is linked to fraud or a crime, consider notifying relevant parties, such as Action Fraud (the National Fraud and Cyber Crime Reporting Centre).

	Processor/ Controller
	
	

	Consider whether data subjects should be notified
	Based on your assessment of the risk to individuals, you should decide whether there is a high risk to individuals which means that they should be notified with the information you have available at this point (see section on patient notifications below). You should also consider whether any public communications are needed, for example information on your website letting them know services are impacted. Work with communications teams in your organisation as appropriate.

Document your assessment, even if you don’t intend to notify data subjects, in case the decision not to inform data subjects is challenged at a later date.  

	Controller
	
	

	In depth investigation

	Conduct a thorough investigation
	Work with internal teams or external experts to analyse the incident, including how the attack was executed and the full extent of the impact. Ensure you consider impact on care delivery, operations and any other types of impact.

	Processor/
Controller

	
	

	Undertake a full analysis of the data that has been impacted 

	Determine all information which has been impacted by the incident.
	Processor/
Controller

	
	

	Identify the root cause where possible 
	Work with internal teams or external experts to determine the cause of the incident.

	Processor/
Controller

	
	

	Maintaining communications

	Establish update methods and schedules for briefing internal teams
	Ensure regular updates are provided to internal teams such as your incident management team.

	Processor/
Controller
	
	

	Establish update methods and schedules for briefing responsible individuals in your organisation 
	Ensure regular briefs and updates are provided to responsible individuals in your organisations such as your Board members if you work in a trust. 

	Processor/
Controller
	
	

	Establish update methods and schedules for briefing other relevant staff members 

	Health and care professionals and other frontline staff may require briefs if the incident could result in queries from patients or service users.

	Controller 
	
	

	Establish update methods and schedules for external parties that require regular updates
	Parties that may need regular updates as the incident management and investigation continues include controllers or other impacted organisations.

This may require regular meetings and methods for making updates or further notifications. 

	Processor/
Controller
	
	

	Respond to requests for further information from regulators

	Regulators such as the ICO or DHSC may request further information about the incident. You should respond to these within the given deadlines, providing all information requested where it is available. 

Where information requested is not yet available, you should confirm this with the regulator and make follow up reports later to answer their questions.

	Processor/
Controller
	
	

	Consider methods and schedules for updates to public communications 
	If you have made information available publicly for example on your website, work with your communications teams to keep this up to date. 

Where there is a supplier or another organisation involved, all parties should be sighted on each other’s communications and sign-off routes in advance, to ensure that everyone conveys the same messages.

	Processor/
Controller
	
	

	Notifications

	Decide whether to notify/update individuals who have been impacted
	If the full analysis reveals there has been an impact upon individuals which is considered a high risk, it may be necessary to notify them (or further notify them if you already notified them after the initial analysis). 

[Where notification is required complete this section, if not move to the next section]

	Controller

	
	

	Decide upon the method of notification 
	If notification is required, consider the most appropriate way of doing this, for example:
· sending individual letters
· publishing public facing FAQs
· a news alert on your website
· releasing media statements 
· telephone voice messages

	Controller
	
	

	Involve your communications teams 
	Involve your communications team or regional communications team. This may include: 
· support with public statements
· dealing with media enquiries

Your communications team or regional communications team should be involved and sign off any communications.

	Processor/
Controller

	
	

	Ensure that any planned communications are empathetic
	Consider the ICO’s guidance on communicating with empathy and how this will be factored into communications. Consult your communications team or regional communications team who will be able to support with this.

	Controller
	
	

	Consider if any vulnerable individuals have been affected 

	If vulnerable individuals are impacted, consider any special arrangements for notifying them, for example by involving carers or health and care professionals.

	Controller
	
	

	Involve your Caldicott Guardian 

	Ensure your Caldicott Guardian is involved, particularly where vulnerable individuals have been impacted, or sensitive data is involved. 

	Controller

	
	

	Decide on the timing of the notification

	Consider the timing of when you send any notification and whether there may be a delay in individuals receiving the notifications, for example, over a festive period.

	Controller

	
	

	Where you have notified individuals, consider whether any further support will be needed
	This will depend on the severity of the impact, but may include:
· setting up a helpline 
· signposting people to further support 
· providing guidance on steps they may need to take to protect themselves

	Controller

	
	

	Consider a potential increase in public enquiries 
	Consider whether colleagues who deal with public enquiries need to be briefed and any additional resource that may be required. 

Consider whether a reactive or proactive media line may be required.
	Processor/
Controller
	
	

	Consider a potential increase in subject access requests (SARs) 
	Consider whether colleagues who deal with SARs need to be briefed and any additional resource that may be required.

	Processor/
Controller

	
	

	Consider a potential increase in complaints 
	Consider whether colleagues who deal with complaints need to be briefed and any additional resource that may be required.

	Processor/
Controller
	
	

	Ensure a process is in place for legal claims

	Following notification, you may receive legal claims relating to compensation for damage caused by the incident. You should ensure you have a process in place to manage these which may include: 
· Engaging relevant legal colleagues or external legal advice as appropriate 
· Informing NHS Resolution 
· Agreeing standard responses 
· Notifying insurers 

	Processor/
Controller
	
	

	Conduct lessons identified process

	Share findings of investigation
	Share any final conclusions of the investigation with relevant parties, which may include controllers and other impacted parties as well as internal stakeholders. Your senior management should ensure that they assign a lead to consider how well the investigation has joined up working and increased understanding between IG, cyber, teams providing care and any other relevant teams.

	Processor/
Controller 
	
	

	Conduct a post incident debrief
	Hold debrief meetings with relevant stakeholders to review what worked well and what could be improved.

	Processor/
Controller
	
	

	Implement any actions or recommendations provided by the post-incident debrief
	Review actions to come out of the incident debrief, assign owners and action these to strengthen future incident responses and prevent reoccurrence.

	Processor/
Controller

	
	

	Update security policies and procedures 
	Review policies, your incident response plan and data protection procedures based on the findings from the incident.

	Processor/
Controller

	
	

	Re-train employees 
	If appropriate, identify any further training requirements for employees focusing on areas of vulnerability or identified gaps from the incident.

	Processor/
Controller

	
	

	Business continuity plan review

	Contribute to organisational review of business continuity plans
	Contribute and consider how well your business continuity plans performed in response to the incident.

	Processor/
Controller

	
	

	Identify areas for improvement
	Work with your business continuity lead to identify any weaknesses in your plan that can be updated.

	Processor/
Controller

	
	

	Support organisations to update business continuity plan
	As appropriate, support any updates to the plan and support communication to relevant staff.

	Processor/
Controller

	
	



